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FOREWORD





	This concept addresses the need to develop Tactical Security Equipment (TSE) for Army XXI as called for by the U.S. Army Physical Security Master Plan.  The Family of Integrated Tactical Security Systems (FITSS) concept will incorporate current and futuristic security technologies to support both point and area security.  Systems and equipment developed by or used in this program will assist the U.S. Armed Forces in providing enhanced security and force protection for its forces.  Additionally, it will afford commanders with greater flexibility in the use of their personnel and assist them with intelligence gathering and reporting procedures.  This initiative is being driven by three separate factors.  Those factors include:





	a.  The use of futuristic TSE for Force XXI.





	b.  The application of current security technologies and how these technologies can be used during missions across the full range of military operations.





	c.  The use of TSE in the austere environment of stability and support operations (i.e., peacekeeping or peace enforcement operations).  This environment is often characterized by multinational, joint, and interagency challenges involving interoperability and security of shared systems, facilities, and information sources.  In this environment, physical security systems will be limited by the constraints of force projection (e.g., limited lift assets, force composition, and sustainment) mandating these systems to be robust, man-portable, low-tech, and simple to employ (i.e., by using OCOKA, METT-T).  U.S. forces will use these technologies/systems to address operational security requirements as well as train foreign security forces in their use.
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Summary.  This pamphlet describes the concept of integrated tactical security systems and how they will be employed on the Army XXI battlefield.  Security technologies developed through this concept will provide enhanced security and force protection for the U.S. Armed Forces.  It describes implications for doctrine, training, leader development, organizations, materiel, and soldier support.  This concept describes capabilities required to improve the ability of leaders and soldiers to effectively use tactical security systems.





Applicability.  This pamphlet applies to all TRADOC elements, to include Headquarters (HQ) TRADOC staff, major subordinate commands, functional centers, schools, and activities.





Suggested improvements.  The proponent of this concept is the Deputy Chief of Staff for Combat Developments.  Send comments and suggested improvements on DA Form 2028 (Recommended Changes to Publications and Blank Forms) to Commander, TRADOC. ATTN: ATCD�BP, Fort Monroe, VA 23651-5000.  Suggested improvements may also be submitted using DA Form 1045 (Army Ideas for Excellence Program (AIEP) Proposal).
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Chapter 1


Introduction





1-1.  Purpose.  This pamphlet describes an operational/materiel concept for the development and employment of FITSS.





1-2.  References.  Required and related publications are listed in appendix A.





1-3.  Explanation of abbreviations.  Abbreviations used in this pamphlet are explained in the glossary.





Chapter 2


Overview





2-1.  Why the concept is needed.  This concept is needed due to the lack of tactical security equipment (TSE) available for use in support of military operations.  The development and use of Family of Integrated Tactical Security System (FITSS) must support missions across the full range of military operations.  Since protecting the force during force projection operations remains an important dynamic of combat power, the development of FITSS would enhance security while providing greater efficiency and flexibility in the use of available manpower.





    a.  Initially, the basic concept for using physical security equipment (PSE) is very simple -- to keep intruders out.  Not only can it be used for that mission, but it can also be used to control or assist in safeguarding personnel.  The control of people in populations occupied a central focus of several operations (e.g., EPWs and Kurds during Operation Desert Storm; Haitian and Cuban migrants during Operation Sea Signal).  This trend will continue for Force XXI operations.  FITSS will assist in the reduction of the heavy manpower draw currently required to protect and secure populations in these scenarios.





    b.  The development of FITSS will provide the Army with an important force multiplier.  This will be achieved by utilizing current and emerging state-of-the-art technology to provide security and force protection for the Force XXI Army.  The use of new and future information technologies will also enhance this program and fulfill requirements established in the Force XXI Concept, the Army Enterprise Strategy Concept, the Joint Staff's C4I Strategy for the Warrior Concept, the Army Plan, the Battle Command Battle Dynamic Concept, and the Army Battle Command Master Plan.





    c.  Traditionally, the use of PSE has been focused on the security of government property while in the garrison environment.  However, the garrison environment is not the only location where this mission occurs.  During deployments or field training exercises, commanders are responsible for providing security and protection of government property and personnel.  Currently, commanders use manpower to accomplish this mission.  The security mission is a manpower intensive effort and usually  detracts from the commander's ability to perform other missions.  Since the security mission is such a heavy draw on precious personnel assets, it is imperative for the military to explore and develop other methods of accomplishing this mission.  A possible solution for this problem is the development and use of FITSS.





    d.  Currently fielded sensor technologies provide only limited detection with no assessment capabilities.  The development of FITSS with these capabilities will provide commanders with essential information necessary to accurately determine appropriate responses under most circumstances.





2-2.  Threat environment.  The threat environment will encompass any deployment of U.S. forces and equipment in support of a Force XXI operation.  These missions could range anywhere from full dimensional operations to peacetime security against acts of terrorism.  During any of these operations, increased emphasis will be placed on FITSS to provide force protection and assistance in gathering and assessing information/intelligence.  In a tactical environment, U.S. forces will encounter conventional, nonconventional, irregular, enemy special operations forces, terrorists foreign information operations (as part of Command and Control Warfare [C2W]), and phenomenological (e.g., forces of nature) threats.  In this environment, denial, manipulation, or destruction of our information/intelligence gathering and assessing capabilities  will be a primary enemy objective.  





2-3.  Limitations.





    a.  FITSS would be vulnerable to the full array of enemy direct and indirect fires.





    b.  Certain systems using RF signals would be vulnerable to nuclear and non-nuclear electromagnetic pulse (HEMP and EMP), jamming, and line of sight operations.  Due to the numerous capabilities of this equipment, it will almost certainly become a potential target of information warfare. 


 


    c.  FITSS, like any other deployed system in military operations, will be constrained in some instances by political considerations (to include: cultural, state sovereignty, rules of engagement, rules of interaction) and will therefore fall under the force suitability (unit acceptability) principle criteria.





Chapter 3


Concept





3-1.  General.





    a.  The FITSS concept will make use of numerous currently available and future security technologies to provide enhanced  security and force protection for units and individuals into the 21st century.  Non-developmental items (NDI), commercial off the shelf (COTS) systems, and government off the shelf (GOTS) systems will be used to the maximum extent possible.  Since these systems will be providing automated information, they must be in compliance with the command, control, communications, computers, and intelligence (C4I) technical architecture (TA).  The C4I TA establishes interoperability, soldier-machine interface, and information security standards for all information systems.  However, some technology or system R&D efforts may be required when operational requirements cannot be met by currently available technology.





    b.  FITSS will provide TSE used for all major security missions through the full spectrum of military operations from peacetime to war.  FITSS will address all the diverse aspects of area security (e.g., area reconnaissance, rear operations, security of designated personnel, and equipment) and that of point security (e.g., facilities, command posts, and critical points).  Since FITSS will be a family of interoperable security systems based on common technologies and configured to meet mission requirements, it can easily be tailored to perform numerous missions even though the missions are dissimilar in nature.





    c.  FITSS could be utilized in a garrison environment to enhance installation security or anywhere on the battlefield for force protection.  Other potential uses would be to secure special nuclear material (SNM), chemical surety materials (CSM), and even National Defense Areas (NDA) should it become necessary for their establishment.  With the reduction in military strength, FITSS will act as a force multiplier.  It will achieve this by reducing the risk and/or the number of personnel currently required to perform this mission and in doing so, allow them to perform other essential duties as necessary.





    d.  The final capabilities and configurations of FITSS will be determined during the Concept Exploration/Definition Phase and during the Demonstration/Validation Phase of the Acquisition Life Cycle.  This will be accomplished during developmental testing with prototype equipment, communication links, and power supplies.





    e.  Some of the many possible users of FITSS would be the Army, Navy, Air Force, Marines, Defense Nuclear Agency (DNA), Department of Energy (DOE), and numerous other federal, state, and local governmental agencies (i.e., FBI, DEA, DOJ, Border Patrol, etc.). 





3-2.  Capabilities.





    a.  Since FITSS equipment will be of modular design, capabilities will vary depending on the configuration of the system.  Total system capabilities could range anywhere from simple intrusion detection to a more complex identification/ assessment capability.





    b.  Equipment or systems developed for or used in FITSS will  be rugged and dependable enough so that operators (regardless of MOS) can perform routine maintenance, set-up, and operation.  Certain components of FITSS may even be delivered by artillery or precision air.  Systems will be designed in such a manner that terrain will not cause a loss of designed capabilities and since the systems will be of modular design and interchangeable features, commanders will have the flexibility to tailor their own security system as mission dictates (METT-T).  This will also allow the systems to be organically transportable.  FITSS equipment will also be capable of being transported worldwide by unrestricted air, ground, and water.  Various configurations must also be man-transportable and capable of being inserted by parachute.  





    c.  FITSS equipment will be supported by the standard Army maintenance and supply systems.  Test measurement and diagnostic equipment, built in test (BIT), and built in test equipment (BITE) will be used to the greatest extent possible to facilitate maintenance.





    d.  FITSS will be more reliable than systems which are currently fielded with an operational availability goal of greater than 95 percent and a desired overall system reliability goal of 98 percent.





    e.  FITSS equipment/systems will be interoperable with existing and future Battle Command Systems (C4I architecture).  Not only will it be interoperable with battle command systems, but it will also be integrated into global positioning systems and other emerging force tracking systems.  





    f.  FITSS will provide individuals, units, and agencies with the ability to identify and protect themselves against possible threats in a tactical environment.  





    g.  FITSS equipment or systems will be operational and maintainable by personnel while wearing environmental clothing, load bearing equipment, laser protective eyewear, or when fully dressed in mission oriented protective posture (MOPP) level 4 gear.  System design will allow the user to perform operator and maintenance tasks in the following environmental weather and terrain conditions:  hot, basic, cold, rain, snow, and mud.





    h.  Future TSE will be embedded in many military systems and equipment.  The type and nature of the equipment/system to be protected will be considered when developing TSE capabilities.  All future TSE will be built to the specifications of the Defense Information Infrastructure (DII) Common Operating Environment (COE) to facilitate incorporation into the design of military systems.  To the maximum extent possible, horizontal technology integration (HTI) will be used during development.  This will help to reduce the number of unique embedded systems.  By definition, HTI is the application of common enabling technologies across multiple systems to improve the warfighting capability of the force.





Chapter 4


Implications





4-1.  Doctrine.  Doctrinal impacts generated by FITSS include the following:





    a.  Enhancement of security force capabilities relative to all aspects of tactical physical security across the range of military operations.  FITSS will expand the range of capabilities of physical security to complement aspects of area security, security of personnel and populations, operations security, and customs operations.





    b.  FITSS will enhance the overall force protection posture of the operational force by providing a mobile "hardening" capability that can be applied to any functional site or facility.  It will also support greater situational awareness by providing a means to obtain a clearer profile of the threat and simplifying the vectoring of adequate reaction/response forces against the threat.





    c.  FITSS will be a force multiplier for the operational force by reducing the number of personnel allocated to physical security requirements, while enhancing the capabilities of those personnel so allocated. 





    d.  FITSS will enhance the flexibility of security efforts by complementing a holistic integration of physical security resources to include Military Working Dogs (MWD), police/soldier patrols, and nonlethal technologies.





    e.  In force projection operations, FITSS will find its greatest utility in --





        (1)  The mobilization and predeployment stages by being integrated into antiterrorism activities.





        (2)  The deployment stage by being used at air ports of debarkation (APOD), ground ports of debarkation (GPOD), and sea ports of debarkation (SPOD).  Additionally, FITSS will also find applications addressing intransit security (both air and sea).





        (3)  The entry stage, whether opposed or unopposed, by being a force multiplier and freeing soldiers from physical security tasks to be employed elsewhere in the operation.





        (4)  The operations stage, by being used to provide force protection and security during expansion operations.  During this stage there will be a growing requirement for protection of combat, combat support, combat service support resources, facilities, and installations.  FITSS should prove to be very useful in manpower savings during a time which manpower is at a premium.  FITSS could also be used to secure host nation facilities, functions, or personnel/populations that are important to the successful execution of operations.  





        (5)  The conduct of post conflict/termination of war operations by being used for support in the disengagement of U.S. personnel during the transition of security operations to the host nation forces.





        (6)  The redeployment stage by complementing the execution of customs operations.





        (7)  The demobilization stage by enhancing security during recovery operations.





4-2.  Training.  Individuals and soldiers will need initial training to properly use and set up FITSS, to perform operator maintenance, and to identify problems which require service support assistance.  Training requirements for FITSS will be provided through institutional, New Equipment Training, Embedded Training, and Distance Learning.  FITSS will not require the creation of a new MOS to operate or maintain. 





4-3.  Leader development.  Unit leaders will need to ensure that individuals/soldiers understand how and where these systems should be used. 





4-4.  Organizations.  Personnel changes to the TOE organizational structure are not anticipated, however, FITSS could cause changes to equipment requirements.  FITSS should not be viewed as a replacement for personnel, but as an enhancement to their capabilities.





4-5.  Materiel.  The FITSS concept requires a materiel solution on the identification and development of equipment providing adequate security for use in a tactical environment.





4-6.  Soldier support.  FITSS will afford individuals/soldiers more protection and enhance their survivability.
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Glossary





BIT		built in  test





BITE		built in test equipment





C4I		command, control,  communications, computers, and intelligence





CAIRA	chemical accident or incident response and assistance





COTS 		commercial off the shelf





CSM		chemical surety material





C2W		command and control warfare





DEA		Drug Enforcement Administration





DNA		Defense Nuclear Agency





DOJ		Department of Justice





DTLOMS	doctrine, training, leader development, organizations, materiel, and soldiers





EMP		electromagnetic pulse





EPW		enemy prisoners of war





FBI		Federal Bureau of Investigations





FITSS		Family of Integrated Tactical Security Systems





METT-T	mission, enemy, terrain, troops, and time





MOS		military occupational specialty





NAIRA	nuclear accident and incident response and assistance





NDI		non-developmental items





OCOKA	observation and fire, concealment and cover, obstacles, key terrain, and avenues of


 approach





PSE		physical security equipment





SNM		special nuclear material





TSE		tactical security equipment
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