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Foreword

From the Director

U.S. Army Capabilities Integration Center


The United States Army Functional Concept for Strike 2015 – 2024 provides amplification to the Army’s capstone and operating concepts in the strike functional area.  It describes how the future Modular Force during 2015-2024 will employ fires, including available joint and multi-national fires, in support of full spectrum operations (FSO) and will integrate fires with elements of information operations (IO) and other nonlethal capabilities across the full range of military operations.  It focuses on future Modular Force elements that will have fully integrated capabilities to employ modular and scalable, direct and long-range targeting capabilities to support future the Modular Force and applicable joint operations at strategic, operational, and tactical levels.  It also identifies required capabilities for the further examination of potential doctrine, organization, training, materiel, leadership and education, personnel, and facilities (DOTMLPF) solutions.  

As this concept demonstrates, the Army has a well-developed body of ideas regarding how we can better support joint force commanders (JFCs) to conduct successful campaigns in the future.  It is equally clear that the Army cannot achieve its conceptual goals for improvement without developing an array of capabilities with other Services and the larger joint community, particularly in the areas of joint fires, force projection, sustainment, battle command, air and missile defense, and knowledge management.  Thus, I strongly encourage the use of the Strike concept in our interactions with other Services and joint organizations, in the spirit of joint interdependence.  


This concept is the outcome of a collaborative effort involving subject matter experts from throughout the Army, and the product of a detailed study of strategic guidance, current doctrine, and lessons learned.  It assumes a future that includes complex environments; thinking, adaptive, and highly-capable enemies; and Army operations that must be fully integrated into a joint, interagency, and multi-national framework.  From these efforts, the Strike concept offers new ideas for further examination to ensure the future Modular Force will be able to defeat any adversary or control any situation across the full range of military operations.  

As with all concepts, the Strike concept is continuously evolving.  It will be refined and updated as new learning emerges from research, operational experience, joint, and Army wargaming, experimentation, and combat development.








JOHN M. CURRAN







Lieutenant General, U.S. Army







Director, Army Capabilities







   Integration Center

Executive Summary

Introduction


a.  The Strike concept describes how future Modular Force commanders will employ fires, including available joint and multi-national fires, in support of FSO and will integrate fires with information capabilities and operations.  It reflects future Modular Force organizations that will have fully integrated capabilities to employ modular and scalable direct and long-range targeting capabilities to support future Modular Force and applicable joint operations at strategic, operational, and tactical levels.  Future Modular Force strike, in conjunction with joint fires, will access interdependent future Modular Force strike and joint fires networks that mutually enhance strike and joint fires capabilities for Army and joint forces (JFs) in a joint, interagency, and multi-national (JIM) environment.  

b.  Future Modular Force commanders, enabled through a ubiquitous, always on network, will capitalize on joint command and control (JC2) and knowledge, using collaborative tools, the common operational picture (COP), and other available assets in the information environment to gain the near real-time situational awareness (SA) required to most effectively employ strike in support of operations.  Strike will help shape the operational environment, seize and maintain the initiative, maintain continuous pressure, disintegrate, disorient, and destroy the enemy, support stability operations, and protect friendly forces conducting FSO across the range of military operations (ROMO) in support of JFC objectives.  
Operational Problem

a.  Future Modular Force commanders operating in the future operational environment, must be able to gain and maintain near real-time SA, overcome enemy anti-access capabilities, shape the operational environment, seize and maintain the initiative, exert and maintain continuous pressure or the perception of continuous pressure, and deny sanctuary or destroy, dislocate, and disintegrate an adversary by lethal or nonlethal means.  They must also be able to access, employ, and support the full range of available lethal and nonlethal fires from a wide range of sources, joint, allied and coalition, and interagency, at strategic, operational, or tactical levels in a fluid and complex JIM environment and routinely achieve responsive and precise effects.

b.  Finally, future Modular Force commanders must effectively complement movement, support stability operations, and protect friendly forces conducting FSO across the ROMO in support of JFC objectives.  

Solution Synopsis

a.  The future Modular Force will deploy with a tailored mix of organic and available joint, allied, and coalition strike capabilities enabled by a global information grid (GIG) that will provide fully integrated, transparent communication and computer interfaces between joint fires, command and control (C2), and knowledge networks.  Future Modular Force commanders will be able to exploit the GIG to provide a continuous integration and employment of networked fires that will extend seamlessly from strategic to tactical levels and timeframes with no gaps in coverage or loss of timeliness.  

b.  The future Modular Force must also be able to exploit use of collaborative tools to gain and maintain the near real-time SA required to employ fires that achieve maximum desired effects.  This includes dependence on continuously updated weather collaborative tools provided by Army and Air Force weather assets (weather observing and forecasting capabilities).  Strike will include fires, employed by lethal or nonlethal means, which commanders can distribute across multiple command echelons to shape the operational environment based on first hand understanding of the local situation.  Fires planning and execution will incorporate target prioritization, allocation, and airspace command, control, and coordination through common language and procedures.  It will also include positive targeting identification and tracking, an integrated network to ensure timely and accurate assessment, force capability interfaces (including hybrid, joint, and multi-national forces), and continuous access to the COP.  Lastly, future Modular Force commanders will be able to integrate fires with widely disparate information capabilities and operations enabled by advanced network integration and new IO policies, institutional paradigms, and mindsets.  

Key Ideas


a.  Provide continuous integration and employment of networked strike from strategic to tactical levels by-

· Conducting collaborative planning and employment across all levels of command. 

· Providing continuous access to the COP.
· Ensuring seamless and transparent communications and computer interface.  

· Executing routine employment of available joint and multi-national fires.  


b.  Provide seamless integration of lethal and nonlethal fires by-

· Achieving synergy of fires with information capabilities and operations.  

· Expanding nonlethal means and capabilities.  


c.  Attack all target types in all environments and terrains with unprecedented effectiveness by-

· Employing advanced munitions. 

· Achieving near real-time SA. 

· Integrating systems that mitigate or eliminate consequences of target posture and the response gaps of sensors, shooters, and networks.
· Delivering immediate, precise or sustained fires.

d.  Maintain routine access to space capabilities by-

· Incorporating space related interagency capabilities. 

· Introducing operational responsive space as the new model for space access. 

· Providing space capabilities to and throughout all levels of command.

e.  Guarantee responsiveness and scaled lethality through joint interdependence by-

· Identifying requirements for reciprocal joint support of lethal and nonlethal strike.
· Establishing a fully interoperable and seamless fires network at all levels.
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Chapter 1
Introduction
1-1.  Purpose

a.  This concept describes Army Strike functional contributions to future Modular Force operations in a joint, interagency, and multi-national (JIM) environment and provides guidance for additional experimentation, wargaming, and follow-on concept capability plan  development.  It informs other Services, interagency partners, and coalition forces how the Army will employ fires in support of full spectrum operations (FSO) and will integrate fires with information capabilities and operations in a JIM environment.  

b.  Finally, this concept consolidates and highlights the challenges that must be overcome in order to properly and routinely achieve the responsive and precise effects desired.
1-2.  Scope

a.  The Strike concept describes how future Modular Force commanders will employ fires, including available joint and multi-national fires, in support of FSO and will integrate fires with information capabilities and operations.  It uses a joint campaign framework as a model to illustrate how commanders may consolidate and employ strike capabilities throughout FSO.  This concept also describes how commanders fully integrate and leverage strike to support range of military operations (ROMO), which enables the future Modular Force to conduct simultaneous, continuous, and distributed operations in-depth within a non-contiguous JIM operational environment.

b.  It also describes how commanders employ strike to protect friendly forces, fix, or isolate enemy formations and create multiple dilemmas for the adversary, to include executing aviation interdiction attack operations.  This concept, by integrating fires with information capabilities and operations, expands the traditional boundaries of fires by incorporating additional components of the information domain as commanders consider employment of fires in an ever increasingly complex joint operational environment.  It addresses strike for all relevant applications to include demonstrating how strike supports or is enabled by the other future Modular Force functional concepts.  Separate concept capability plans may provide a more detailed analysis of the concept against specific missions or portions of the ROMO.  This concept is set during the 2015-2024 timeframe.
1-3.  Conceptual Foundations

a.  National and Department of Defense (DOD) level foundations.  The Strike concept is linked to the National Defense Strategy objective of defeating our adversaries once deterrence fails.  It contributes to all three elements of this objective, specifically by supporting U.S. efforts to protect the homeland, counter ideological support for terrorism, and disrupt and attack terrorist networks.  This concept also directly supports our three National Military Strategy priorities to protect the United States (U.S.), prevent conflict and surprise attacks, and prevail against adversaries.  


b.  Joint Foundations


(1)  Conceptual Foundations.  The Strike concept draws from applicable joint operating concepts, to include Major Combat Operations and Military Support to Stabilization, Security, Transition, and Reconstruction Operations.  It is also directly linked to the Force Application Joint Functional Concept and is consistent with other relevant joint functional concepts whose functions are essential to strike operations.  These include Battlespace Awareness, Protection, Focused Logistics, Joint Command and Control, and Net-Centric Environment.  Lastly, the Strike concept is tied to all of the joint integrating concepts, but in particular draws from Global Strike, Joint Forcible Entry Operations, Joint Force Protection and Sustainment, and Joint Command and Control. 


(2)  Operational Foundations.  The Strike concept draws from Strategic Command (STRATCOM) mission responsibilities to provide the nation with global deterrence capabilities and synchronized DOD effects to combat adversary weapons of mass destruction (WMD) worldwide.  STRATCOM also enables the application and advocacy of integrated intelligence, surveillance, and reconnaissance; space and global strike operations; information operations (IO); integrated missile defense and robust command and control (C2).
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c.  Army Foundations.  The Strike concept incorporates the guidance, requirements and assumptions of three central future Modular Force concepts, The Army’s Future Force Capstone Concept 2015-2024, The U.S. Army’s Operating Concept for Operational Maneuver 2015-2024, and The U.S. Army Concept for Tactical Maneuver, 2015-2024.  It amplifies the basic fire support roles and requirements addressed in these documents by describing how future Modular Force commanders will employ fires in support of operations across the ROMO.  Additionally, this concept is inexorably interrelated with the other emerging future Modular Force functional concepts of See, Battle Command, Protect, Move, and Sustain.  For example, the key ideas in the See and Battle Command concepts and their supporting capabilities are vital enablers for strike employment.  Likewise, the Strike concept provides essential support that enables future Modular Force commanders to conduct operations that relate to the Move, Protect, and Sustain concepts.  The Strike concept also articulates how the future Modular Force will support one of the Army’s Strategic Imperatives, “Improve Joint Fires Capability,” as identified in the Army Strategic Planning Guidance.  Finally, the Strike concept draws selected IO tenets from the Army’s Field Manual 3-0, Operations.  
1-4.  Limitations

a.  Technology and Systems Limitations.  Successful employment of strike will be dependent upon integrated technologies and capabilities in a number of general areas.  The joint force (JF) must have fires, C2, and knowledge networks that are totally integrated, seamless, transparent, and accessible at all levels of command through a reliable and redundant global information   grid (GIG).  Additional enabling technologies and capabilities include information management tools and processes, JIM linkages, computer and communication interface technologies, access to required space systems’ capabilities, and integrated joint fires and future Modular Force strike employment capabilities that provide commanders at all levels the means to achieve the effects desired in a timely manner and within minimal collateral damage parameters. 

b.  Selected examples of the current and more significant shortfalls within these broad areas include-
· Limited, strike, C2, and knowledge integration across levels of command.  
· Lack of integration and assessment, both immediate and longer term, of fires with information capabilities and operations initiatives and objectives.
· Limited nonlethal means, delivery, and integration capabilities.
· Absence of persistent and continuous SA and sustained information superiority.
· Lack of mature, in place, and constantly updated collaborative tools.  
· Inadequate integration of knowledge systems and outputs into strike processes. 

· Lack of immediate delivery of precision or sustained strike. 

· Inadequate collaborative and dynamic strike planning from tactical through strategic levels.
· Communication gaps throughout the joint operational environment (JOE).
· Lack of continuous access to space at all levels of command.
· Inadequate communication and computer network interfaces. 

· Gaps between Service, joint, allied, and coalition fires networks and processes. 

· Lack of fully integrated air and missile defense (AMD) within strike operations.
· Limited means and delivery capabilities of precision weapons. 
· Lack of timely and accurate assessment means and capabilities.
· Inadequate joint, interagency, and multi-national integration capabilities.

c.  Additional Future Limitations.  Future Modular Force fire support limitations and requirements are addressed in Chapter 5, Future Capabilities and doctrine, organization, training, materiel, leadership and education, personnel, and facilities (DOTMLPF) Implications.  

Chapter 2
The Joint Operational Environment

2-1.  Overview

a.  Emerging cultural, religious, ethnic, political, and economic realities will greatly complicate the future geopolitical environment (see fig 2-1).  The resulting mix of global strategic, operational, and tactical issues transcends borders and involves opponents with worldwide connections that will present a demanding combination of challenges and dilemmas for the U.S.  Security challenges will be more varied and unpredictable and the range of operational settings within the spectrum of conflict considerably more complex, driving an expectation that U.S. military assistance in civil support operations and stability operations will continue to rise.  The future Modular Force will encounter unprecedented complexities in physical terrain (especially urban areas), demographics, and the information domain.  The allegiances of many entities within the operational environment will be difficult to determine.  While some may clearly be neutral, others will be “gray,” opposing certain U.S. efforts while supporting others.  Strategic deployments to areas of conflict will involve long logistical trails and the need to operate in regions with poor infrastructures.  U.S. resources could be extended beyond the historic bounds of the task, and the ROMO in those settings will be much wider than in the recent past.
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Figure 2-1.  The Joint Operational Environment


b.  The National Defense Strategy and the Capstone Concept for Joint Operations postulate four primary security challenges for the future: traditional, irregular, catastrophic, and disruptive.  Traditional (conventional) operations conducted within a state-on-state framework will continue to be relevant in the future environment.  Regional aggressors will continue to modernize conventional forces and invest in capabilities that will enable them to dominate their neighbors.  Irregular (unconventional) warfare may be conducted as the principle choice of adversaries who are overmatched in size or military technologies, or these kinds of operations may be combined with conventional capabilities to present an even more complex threat.  Catastrophic challenges involve the acquisition, possession, and use of WMD.  Adversaries seek such capabilities to dominate their regions, deter external intervention, or both.  Disruptive challenges may occur through the employment of breakthrough technologies to negate existing U.S. advantages in key operational domains.

c.  The most dangerous future adversary would be one that combines capabilities in all four challenges in creative ways, adapting them before and during the course of a conflict to frustrate U.S. military action.  Opponents will attempt to use these capabilities to exploit perceived vulnerabilities, especially our dependence on networked command and knowledge.  Opponents will also attack America’s relationships with host and supporting nations, the media, commercial interests, and multi-national or interagency partners.  U.S. assistance in encouraging development of intellectual capital in host or supporting nations to power a culture of innovation and adaptation potentially represents the most effective response to combinations of threats that cannot be predicted.  

d.  Additionally, the future Modular Force will face increasing complexity in its own operations.  Given the expectations outlined above, strategic and joint guidance unequivocally establishes full spectrum dominance the defeat of any adversary or control of any situation across the full ROMO as the overarching goal of joint transformation and JF development.  Thus, it is imperative that the future JF and the Army are fully prepared to be effective across the spectrum of conflict and in the conduct of FSO throughout the course of a future campaign.  The future Modular Force will fight as a part of a networked JF, integrated at increasing levels, and interdependent in the joint areas of battle command, force projection, AMD, sustainment, and fires.  Exploiting the full potential of tomorrow’s technical capabilities will require an unprecedented breadth and depth of technical and tactical skill, individual and organizational flexibility, and personal initiative and creativity pitted against thinking, adapting adversaries.  Speed, simultaneity, distribution, and the ability to conduct multidimensional, continuous operations over extended distances will be mandatory to gain the initiative and allow for ultimate success.  As future adversaries gain additional capabilities to directly threaten U.S. territory, U.S. military forces will become increasingly involved in homeland security in addition to executing challenging missions abroad.  The future Modular Force must also fully integrate its operations with its interagency and multi-national partners, exploiting the strengths that those partners provide while minimizing any limitations and vulnerabilities.
2-2.  Information Domain of the Operational Environment

a.  Information Domain.  The information domain is a subset of the operational environment and is the aggregate of individuals, organizations, their societal and cultural patterns, and the systems that collect, process, disseminate, or act on their information.  The consistency of the actions and the words of Soldiers are the most powerful influences in the information domain.  Local and regional audiences, as well as adversaries will continuously measure the message against the actions of the future Modular Forces.  Consistency of actions and activities supports the success of friendly operations; inconsistency does not, causing friendly forces to lose credibility with the population and local leaders.  Loss of credibility results in diminished capability to influence the various audiences and provides adversaries an operational advantage they can exploit.  Hence, future Modular Forces must understand that successful operations in the operational environment are linked to the integration and consistency of their words and actions in the information domain.

[image: image3.emf]
Figure 2-2.  Information Capabilities, Operations and Fires  


b.  Information as a Force Multiplier.  The integration of information capabilities and operations with fires creates a synergy that is greater than the singular application of the individual components of strike (see fig 2-2).  The future information domain will affect the conduct of all operations throughout the operational environment to the extent that it will be difficult to overemphasize its significance.  “The importance of rapidly expanding global and regional information architectures, systems, and organizations, both private and public, cannot be overstated.  The global flow of information, technology, knowledge, and power create a fruitful environment for all facets of IO, as well as assuring an almost level playing field in terms of information access.”
  Information will be a powerful force multiplier, enabling rapid decisionmaking and serving as the vehicle all combatants can use to further their objectives and sway the court of public opinion by influencing populations across national and international boundaries.

c.  Knowledge War.  The future information domain will see increasing pervasiveness of information systems that will continue to proliferate and provide common access for all combatants, potential adversaries, and neutral parties.  The new metric for success will include a network of robust data, knowledge management systems, and analytical assets that can quickly analyze information, transform it into knowledge, and employ it for tactical, operational, and strategic advantage.  The JOE describes this as a “knowledge war” that overlays all other operations.  “Indeed, ‘knowledge war’ may become the preeminent form of future conflict in the twenty-first century.”
  The technological means of information gathering, management, and dissemination, however, must be balanced by the tacit knowledge and information gathered 
through “boots on the ground.”  This vital component of knowledge, which leads to cultural understanding, is only gained through direct interface with populations and firsthand experience with their social and political systems.  Advanced technologies will indeed transform information networks into weapons systems, but commanders must ensure that use of technology is shaped by cultural awareness.  The information domain will continue to ascend as one of the most important domains, if not the most important within the operational environment.  It will be essential that future commanders balance the use of technology with cultural understanding so that they can successfully compete in the knowledge war.

d.  Enemy Information Capabilities.  Our enemies will have the capabilities to act quickly on the information front and will have fully adapted to fighting wars through skillful use of the media.  “Sophisticated and unsophisticated opponents alike will understand the value of information.  Over the next 25 years this factor could very likely erode the technological overmatch the U.S. has enjoyed over the last decade.”
  Future commanders will be continually challenged to adapt and respond to adversaries who realize that winning the battle of public opinion will be just as important as winning battles on the ground and will devise techniques to bypass technology or use commonly available technologies to project their message to their civilian population and the international media.  For example, during 2006 Israeli operations in Lebanon, Hezbollah became quite adept at using low-cost and commonly available technology to “doctor” photographs to seeming portray excessive battle damage to civilian neighborhoods caused by Israeli air attacks.  They then placed them on the Internet and provided them to the international press for distribution through worldwide media outlets to generate sympathy for its cause.

e.  Friendly Information Considerations.  Future Modular Force commanders, and joint, and allied, and coalition commanders will be operating in a highly advanced information domain that is just beginning to assert its influence.  It will not only be essential for them to consistently integrate IO core tasks into all operations but to take into account new information policies, institutional paradigms and mindsets, diplomatic, and other initiatives that support strategic communication themes, and collaborative tools that support efforts to gain information superiority.  There are at least three important ideas to consider when enabling reliable and clear IO integration, acting in a clear voice, disseminating candid and accurate information, and overcoming institutional gridlocks.  These three ideas set the conditions for the execution of successful Army IO task to provide commanders with an operational advantage in the informational domain.



(1)  Acting in a Clear Voice.  One of the significant challenges that future Modular Force commanders will face is developing a clear, consistent, and unambiguous message to the wide variety of audiences which are a part of the operational environment.  The message must be consistent at all levels; National level communication themes must be conveyed from strategic to tactical levels and clearly projected by leaders and Soldiers at each echelon.  It must also be reinforced by complementary actions to ensure the words and deeds achieve a synergy of purpose.  Commanders must be able to convince the enemy that words and actions foreclose all options but the one provided to them to accept.  This kind of focused message in a language the various audiences understand, integrated with corresponding actions of appropriate intensity, can serve as a powerful force multiplier to help overcome the very difficult challenge of breaking the enemy’s will, and thus save lives and resources by reducing enemy resolve and pushing them toward termination of hostilities on terms favorable to U.S. end state objectives. 



(2)  Disseminating candid and accurate information.  The experience of multiple campaigns has demonstrated that dissemination of candid and accurate information is the best and most powerful antidote to countering adversarial propaganda, especially in a future information domain which will offer foreign and domestic media and public almost unlimited access to global information sources.  The pragmatic aspects of strict adherence to forthright information that has been carefully verified and validated also demonstrates this is the best way of keeping the trust and confidence of American and allied publics, as well as, winning and maintaining the respect and support of neutral governments and populations.  Additionally, consistent release of straightforward and accurate information is the fastest and best way to demonstrate the contrast between communications from U.S. and multi-national forces and information released by enemy forces, which are becoming more skillful in their use of deceptive propaganda campaigns.


(3)  Overcoming Institutional Gridlocks.  The future Modular Force will have the consolidated skill sets, capabilities, and organizational elements that will enable future commanders to overcome organizational and institutional gridlocks caused by the current lack of integration of the disparate branches, which collectively are a part of or are related to IO.  For example, separate but related skill sets, roles and missions, and responsibilities of specialties associated with information capabilities and operations must be woven into new organizations that protect the mission integrity of each specialty, but provide future commanders the integrated capabilities needed to successfully conduct operations in the future information domain. 

f.  Diplomatic, Informational, Military and Economic (DIME) Initiatives.  National and strategic level leaders and planners will initiate or accelerate DIME initiatives that support national and strategic end state objectives.  They will also finalize development of IO initiatives and objectives that implement parallel policy and planning parameters for U.S. forces and their interagency partners at strategic, operational, and tactical levels.  Future Modular Force strike planners will use these and other joint task force (JTF) guidelines to develop strike plans and priorities that are in keeping with information capabilities and operations, and incorporate all source fires in support of all phases of the joint campaign to include anticipation of requirements to maintain stability and support once enemy forces are defeated.  


g.  Collaborative Tools.  Future Modular Force commanders will have continuous access to more mature, but still constantly evolving collaborative tools for collaborative campaign planning and training for the JF headquarters (HQ) and its components, multiple U.S. agencies, and coalition partners.  These collaborative tools will serve as a central start point as commanders begin the process of gaining and maintaining information superiority during the shape and deter phases of a joint campaign.  Future Modular Force and other joint planners will use knowledge assets and other sources to gain early SA and establish strike priorities that support strategic policy, as well as the commander’s intent and campaign plan guidance.  Collaborative tools will be continually updated by a thorough joint intelligence preparation of the operational environment, including terrain limitation and pre-conflict analysis.  Effective management of strike will thus depend on an executable, responsive, knowledge plan derived from sound and constantly evolving collaborative capabilities. 

2-3.  Global and Theater Operating Environment Considerations

a.  Global Considerations.  Conducting operations on a global scale implies commanders must provide for protection and security of U.S. operational and sustainment forces transiting global lines of communication from point of origin to theater of operation(s).  To ensure protection en route, commanders must plan for possible employment of strike capabilities, in particular at choke points, while considering the rules of engagement (ROE) of various friendly or neutral nation states that may constrain strike employment.

b.  Theater Considerations.  The speed, diversity, and distribution of operations throughout the joint operations area also present considerable challenges to commanders who must continually balance operational requirements with the capabilities to support and sustain those operations that are planned or underway.  Commanders must also give careful consideration to areas and facilities, to include ports and airfields, which must be retained and perhaps protected due to their potential value for follow-on friendly force operations or which must be isolated or destroyed because of their potential value to enemy forces.
2-4.  Environmental Challenges to Strike

a.  General Challenges.  U.S. advanced technologies will lessen the challenges to strike operations posed by complex terrain including urban, mountainous or heavily forested terrain, but it will not eliminate them.  While advanced technologies will reduce the limiting effects of weather, it will continue to present challenges, especially when targeting is dependent on aerial vehicles or space-based platforms.


b.  Adversary Operational Exclusion.  In response to a perceived U.S. or U.S. coalition led threat, potential adversaries will invest in advanced military technologies in a number of niche areas including C2 and information systems; air, sea, and space anti-access capabilities; integrated air defense systems; long-range fires; and first or possibly later generation unmanned aerial vehicles.  Selected potential adversaries are also actively pursuing anti-satellite research and development.  It is reasonable to expect that these adversary states will acquire these technologies within the next two decades and will be able to increasingly challenge U.S. ability to achieve strategic surprise and access.  

c.  Operational Shielding


(1)  Enemies will employ operational shielding techniques to reduce the effectiveness of our air and missile capabilities.  These include employing dispersed defensive systems and methods designed to offset the effects of precision long-range air and missile attacks and providing them a degree of operational freedom and a way to preserve their military capabilities.  They disperse their forces and conduct operations from areas of moral and physical sanctuary such as hospitals, mosques, and dual use facilities, from which they also emplace air and missile launch bases, platforms and locate command posts and C2 facilities.  


(2)  These shielding techniques obviously exploit U.S. adherence to the Law of Armed Conflict and to the general body of the laws of war, but provide them reasonable assurance (excluding their use of WMD) of not having to expect or fear massive U.S. bombing campaigns that will totally destroy their cities and industry.  However, future Modular Force commanders will have advanced lethal and nonlethal means (not available today), that will significantly reduce humanitarian and collateral damage concerns.  U.S. advanced technologies will thus lessen the challenges posed by these kinds of adversary initiatives, but it will not eliminate them.


d.  Camouflage and Concealment.  Enemies will have advanced generation camouflage and concealment capabilities and will aggressively use them to improve the survival of their personnel, systems, and facilities, and in general diminish the effects of friendly force fires.  They will limit key asset vulnerabilities through increased mobility and expanded distribution; miniaturization; hardening; better camouflage, concealment, and deception; shorter exposure operating cycles, and extensive military use of urban environments.  

Chapter 3
The Central Idea: The Strike Concept
3-1.  Overview

a.  The Strike concept addresses the employment of future Modular Force fires, including available joint and multi-national fires, in support of FSO and the integration of fires with information capabilities and operations.  It reflects future Modular Force elements that will have fully integrated capabilities to employ modular and scalable direct and long-range, targeting capabilities to support future Modular Force and applicable joint operations at strategic, operational, and tactical levels.

b.  Future Modular Force strike, in conjunction with joint fires, will access interdependent future Modular Force strike and joint fires networks that mutually enhance strike and joint fires capabilities for Army and JFs in a JIM environment.  Future Modular Force commanders, enabled through a ubiquitous, always on network, will capitalize on joint command and control (JC2) and knowledge, using collaborative tools, the COP, and other available assets in the information domain to gain the near real-time SA required to most effectively employ strike in support of operations.  Strike will help shape the operational environment, seize and maintain the initiative, maintain continuous pressure, disintegrate, disorient, or destroy the enemy, support stability operations, and protect friendly forces conducting FSO across the ROMO in support of joint force commander (JFC) objectives.
3-2.  Operational Problem

a.  Future Modular Force commanders, while operating in the future operational environment, must be able to gain and maintain near real-time SA, overcome enemy anti-access capabilities, shape the operational environment, seize and maintain the initiative, exert and maintain continuous pressure or the perception of continuous pressure, and deny sanctuary or destroy, dislocate, or disintegrate an adversary by lethal or nonlethal means.  They must be able to access, employ, or support the full range of available fires from a wide range of sources, joint, allied, coalition, and interagency, at strategic, operational, or tactical levels in a fluid and complex JIM environment and routinely achieve the responsive and precision effects desired.

b.  Finally, future Modular Force commanders must effectively complement movement, support stability operations, and protect friendly forces conducting FSO across the ROMO in support of JFC objectives.
3-3.  Solution Synopsis

a.  The future Modular Force will deploy with a tailored mix of organic and available joint, allied and coalition strike capabilities enabled by a GIG that will provide fully integrated and transparent communication and computer interfaces between joint fires, C2, and knowledge networks.  Future Modular Force commanders will be able to exploit the GIG to provide a continuous integration and employment of networked fires that will extend seamlessly from strategic to tactical levels and timeframes with no gaps in coverage or loss of timeliness.  The future Modular Force must also be able to exploit use of collaborative tools to gain and maintain the near real-time SA required to employ fires to achieve maximum desired effects.  This includes dependence on continuously updated weather collaborative tools provided by Army and Air Force weather assets (weather observing and forecasting capabilities).

b.  Strike will include fires, employed by lethal or nonlethal means, which commanders can distribute across multiple command echelons to shape the operational environment based on first hand understanding of the local situation.  Fires planning and execution will incorporate target prioritization, allocation, and airspace command, control, and coordination through common language and procedures.  It will also include positive targeting identification and tracking, an integrated network to ensure timely and accurate assessment, force capability interfaces (including hybrid, joint and multi-national forces), and continuous access to the COP.

c.  Lastly, future Modular Force commanders will be able to integrate fires with widely disparate information capabilities and operations enabled by advanced network integration and new IO policies, institutional paradigms, and mindsets.
3-4.  Key Ideas


a.  Provide continuous integration and employment of networked strike from strategic to tactical levels.  This key idea incorporates multiple components to ensure that commanders have continuous and adequate strike support from tactical through strategic levels during the conduct of FSO throughout the duration of a campaign.  Strike capabilities, either organic or available from joint, allied, or coalition forces, provide commanders with powerful ways and means for overcoming tactical, operational, and strategic challenges presented by a determined, capable and adaptive enemy.  The primary components and enabling technologies supporting this broad key idea are- 



(1)  Conducting collaborative planning and employment across all levels of command.  Network-enabled battle command allows commanders to conduct collaborative and dynamic strike planning and employment across all layers of command throughout the duration of the campaign.  All commanders will understand the commander’s intent, participate in planning, and routinely employ strike in support of the commander’s end state objectives.


(2)  Providing continuous access to the COP.  Commanders will have continuous and secure access to the COP, which will provide the means to obtain the data and information required to identify, target, and employ strike and to rapidly and accurately assess effects during each phase of the evolving campaign.  



(3)  Ensuring seamless and transparent communications and computer interface.  Advanced generation technologies will solve longstanding communications and computer interface problems and provide commanders seamless, transparent, reliable, and redundant networks that will enable consistent and sustained strike planning and employment throughout the duration of the campaign.  The multiple technologies that will make network-centric operations a reality are addressed in greater detail below.  These enabling technologies and systems allow commanders the continuous information access required to provide integrated employment of networked strike from strategic to tactical levels.



(a)  Network-Enabled.  Integrated battle command initiatives will enable vertical and horizontal, collaborative, dynamic planning, and employment, providing commanders a network-enabled focus for military operations that will facilitate understanding of the operational environment by presenting assimilated information for decisionmaking.  A network-enabled force will enable shared awareness, collaboration and self-synchronization among the various joint components and echelons.  It will integrate numerous communications technologies and allow strategic and operational commanders to simultaneously direct and coordinate multiple JF operations and support multi-national, interagency, and nongovernmental activities.  A global network will also enable continuous access to the COP, providing cross domain solutions that result in shared near real-time SA throughout all levels of command.  This technology will vastly improve both target acquisition and survivability of strike assets.



(b)  GIG.  Breakthrough technologies will enable the DOD to achieve their vision of a GIG that will provide a seamless and transparent communications and computer interface between existing terrestrial, space, and other grids, and provide the connectivity and reachback capabilities required to the tactical level, including theater command nodes, airborne, and maritime assets.  Other enabling technologies will provide dramatic improvements in assured military communication by reallocating the military spectrum and overcoming spectrum access issues that U.S. forces face when operating in different countries.  Finally, connectionless network technology will enable high value but unattended ground sensors (that can provide invaluable targeting information) to send and receive information much more efficiently without the limitations of a power source or its potentially compromising emanations.



(c)  Networked Strike.  Future technologies will enable the routine integration of Army, joint, and multi-national battle command, knowledge, and fires networks and their supporting architectures.  These technologies, including network management tools, commercial firewalls, and application specific entities, such as web servers, will provide low-cost, classified networking solutions between U.S., allied, and coalition partners.  These breakthroughs will collectively enable a set of capabilities that support battles between friendly and enemy networks, and are able to incapacitate or defeat enemy networks prior to attack.  Network capabilities will permit future exchanges of friendly complex strike network engagements against enemy complex strike networks.


(4)  Executing routine employment of available joint and multi-national fires.  Future Modular Force commanders will respond quickly and operate interdependently at greater speed by effectively and efficiently placing greater reliance on fires and other effects.  While maintaining a reduced in theater sustainment footprint, commanders will routinely integrate available joint and coalition fires, and other effects with their organic strike capabilities to ensure continued application of essential capabilities supporting distributed operations in depth throughout the area of operations (AO).

b.  Providing seamless integration of lethal and nonlethal fires.  The enemy’s increased use of information as a force multiplier and tendencies to use operational shielding techniques to protect their military operations demands that future Modular Force, joint, and multi-national commander’s gain more advanced capabilities to counter or nullify these measures.



(1)  Achieving synergy of fires with information capabilities and operations.  Increased adversary use of electronic warfare (EW), computer network operations (CNO), and propaganda objectives will demand significantly greater U.S. emphasis on these disciplines.  Therefore, future Modular Force, joint, and multi-national commanders must expect information warfare to become as commonplace as any other form of warfare and become just as proficient in executing information warfare operations as all other operations.  The information war will require that future commanders integrate and execute information capabilities and operations just as aggressively as they do lethal fires and activities in order to effectively negate or balance enemy information activities.  Integrating IO activities can add important synergy to the collective efforts of joint and multi-national forces, generally without adding additional risk to those forces.  Commanders must take care when planning, integrating, and executing EW and CNO initiatives to ensure they avoid incidents of electronic fratricide.


(2)  Expanding nonlethal means and capabilities.  Future Modular Force commanders will have significantly greater nonlethal capabilities.  These expanded means will enable commanders to routinely integrate lethal and nonlethal capabilities against adversaries in urban or complex environments without creating undesirable collateral damage that adversaries are certain to use to negatively influence civilian populations and mobilize world opinion against accomplishing U.S. goals and objectives.

c.  Attack all target types in all environments and terrains with unprecedented effectiveness.



(1)  Employing advanced munitions.  Advanced munitions and delivery capabilities will enable commanders to engage targets in areas previously excluded because of collateral damage considerations.  Commanders will have advanced special munitions for use against hardened (underground) targets previously considered inaccessible.  Other advanced capabilities, including directed energy weapons (DEW), localized electronic magnetic pulse, and other EW capabilities will enable commanders to disrupt and destroy key C2, communication, and information nodes.


(2)  Achieving near real-time SA.  Commanders will be able to achieve near-real time SA through reliable and routine access to the COP, use of dynamic collaborative tools, airborne sensors that provide intelligence, targeting information, battle damage assessment (BDA), and tactical level access to space.  These capabilities combined with continuous access to C2, knowledge, joint fires networks, and advanced generation precision munitions, will enable future commanders to dramatically improve the responsiveness, effectiveness, and efficiency of fire support capabilities.  Commanders will be able to achieve desired effects with unprecedented responsiveness through access to advanced generation airborne and other platforms that can maintain a continuous orbiting presence over designated engagement zones and deliver SA and a variety of munitions by lethal or nonlethal means to targets in a very short period of time.  These capabilities can be critical in conducting high value target and high payoff target operations, such as WMD elimination operations or other operations to support joint counter proliferation tasks that may require offensive actions.


(3)  Integrating systems that mitigate or eliminate consequences of target posture and the response gaps of sensors, shooters, and networks.  Commanders will have the capability to integrate ground and air systems that link multiple sensors to develop an expanded view of the operational environment.  At the same time, these systems will be integrated with air and ground shooters which, when coupled with battle command processes, will provide commanders the ability to execute precise targeting of various threats and reduce target location error.  This integration of systems will mitigate or eliminate the consequences of target posture and the response gaps of sensors, shooters, and networks and will assist commanders in applying accurate and timely, lethal and nonlethal fires throughout the non-contiguous operational environment.


(4)  Delivering immediate, precise, or sustained fires.  Advanced precision munitions will provide commanders’ capabilities to engage targets in complex terrain within established collateral damage parameters.  Commanders’ will also retain required capabilities for delivery of sustained fires when dictated by mission requirements.

d.  Maintain routine access to space capabilities.  Strike operations will require routine access to advanced space technologies and capabilities.  Advances in micro and nanotechnologies will lead to much smaller and more numerous satellites that should eventually result in lower production and launch costs.  Further, over time, small satellite capabilities will surpass the resolution, power, and persistence of today’s larger models.  As numbers of high quality satellites increase and become more accessible, so will their utility to multiple users, providing advantages in operational control, responsiveness, integration, risk, and information sharing among coalition partners.  Commanders at all levels will have routine access to space-based capabilities, providing them C2, across multiple levels of command, near-real time SA, and other strike support capabilities.


(1)  Incorporating space related interagency capabilities.  Agencies such as the National Aeronautics and Space Administration (NASA), the National Reconnaissance Office, the National Oceanic and Atmospheric Administration (NOAA), the National Geospatial Intelligence Agency, the National Security Agency (NSA) and others will provide unique and vital capabilities that support the conduct of future Modular Force operations and in particular, its employment of strike.


(2)  Introducing operationally responsive space (ORS) as the new model for space access.  ORS is defined as a complementary model that provides much greater flexibility and responsiveness for America’s business and military requirements and ensures America’s space superiority into the future.  This model will be designed with a full spectrum of critical capabilities from the bottom-up, providing joint military capabilities that can be routinely accessed by operational and tactical level commanders.  The ORS model applies equally to commercial and interagency elements as well, providing ample evidence that U.S. space operations are inherently joint and interagency in nature, and validating that joint interdependence is essential for the conduct of all Army space operations.  Agencies such as the NASA, the National Reconnaissance Office, the NOAA, the National Geospatial Intelligence Agency, the NSA and others will provide unique and vital capabilities that support the conduct of future Modular Force operations and in particular, its employment of strike.


(3)  Providing space capabilities to and through all levels of command.  Specific ORS advantages will include shared, near-real time SA down to the individual level, network-enabled battle command across multiple layers of command, enhanced missile warning capabilities, and significantly enhanced precision guidance capabilities.  All of these capabilities will be vital for the execution of successful strike operations.

e.  Guarantee responsiveness and scaled lethality through joint interdependence.  The prerequisites of a commitment to interdependence are broad understanding of the differing strengths and limitations of each Service’s capabilities, clear agreement on how those capabilities will be integrated in any operational setting, and absolute mutual trust that, once committed, they will be employed as agreed.  Building trust and understanding must begin early in institutional settings and then be reinforced by operational experience.  Joint forcible entry operations provide abundant examples of the synergies gained through and trust required for joint interdependence.


(1)  The future Modular Forces will employ upon arrival by air or sea to seize the initiative, secure enemy assets to support continued force flow and sustainment or move to operating areas that posture them to continue the fight.  Future Modular Force commanders, by placing critical reliance on joint fires and exploiting the synchronized nature of the integrated battlefield, will support JFC objectives by conducting highly distributed operations throughout the depth and breadth of the joint operations area (JOA), even though their forces may initially have limited organic fire support.  They will close with the enemy while also providing adequate sensor and fire support throughout the entire JOA, and exponentially increase the elements of surprise, momentum, and initiative.


(2)  As entry and shaping operations continue, future Modular Force commanders will help the JFC expand and exploit multiple maneuver opportunities by continuing to place heavy reliance on joint fires, ensuring these fires are fully synchronized with maneuver in simultaneous and distributed engagements while also protecting their on-going support and sustainment operations.  Thus future Modular Force commanders, by placing purposeful reliance on joint fires and other joint capabilities, will continue to be able to increase their capabilities to present multiple dilemmas and create disintegrative effects throughout enemy dispositions, leading more rapidly to decision.


(3)  Identifying requirements for reciprocal joint support of lethal and nonlethal strike.  Joint support requirements to ensure interdependent joint fires and future Modular Force strike operations include, but are not limited to, the general support requirements listed below.



(a)  Knowledge.  Common architectures provide the backbone for knowledge networks that joint and multi-national forces require for access to a comprehensive COP and continuously updated collaborative tools that enable them to achieve the near-real time SA essential for interdependent operations.



(b)  C2.  Common architectures provide adaptive and responsive C2 networks across multiple levels of command that are essential for achieving interdependent fires management and engagement.  These architectures will help shift the focus toward achieving greater interdependence of joint and Service fires through use of integrated joint and Service fires networks, allowing fires planners to place increased emphasis on employment, responsiveness, and desired effects with less emphasis on the component or Service of origin.


(4)  Establishing a fully interoperable and seamless fires network at all levels.  The future Modular Force, as well as, joint fires networks will focus on collaboration, integration, planning, and execution of fires, and only identify de-confliction issues that cannot be reconciled by automated capabilities embedded in their respective networks.  All fires networks will require operational architectures that integrate joint and Service fires networks into a common operational fires network or grid that produces sensor to shooter capabilities that enable more efficient and interdependent fires.  Future fires methodologies will provide for a common language, collection network, accommodation of multiple fires capabilities, target list, and access to knowledge and C2 networks that are essential for employment of fires at all levels.  Collectively, these capabilities and common procedures will overcome current shortfalls and foster interdependence by establishing a common fires SA grid among joint and multi-national targeting communities, integrating dynamic fires battle management with C2 and knowledge processes, and establishing methodologies for validating and testing JF capabilities to effectively employ fires in support of distributed operations throughout the JOA.

Chapter 4  
The Future Modular Force in the Joint Campaign: Strike
4-1.  Introduction

a.  This chapter introduces the primary Army echelons that may be involved in future FSO, and provides a brief overview of their responsibilities as related to the employment of fires, including available joint and multi-national fires, in support of FSO and the integration of fires with information capabilities and operations.  It also incorporates the fundamental principles of strike employment in support of operational maneuver (OM) and tactical maneuver (TM) as established in the future Modular Force OM and TM concepts.  It addresses how a JFC applies OM and TM principles throughout a phased joint campaign, as well as how future Modular Force commanders employ strike and conduct operations within each phase.

b.  Finally, it incorporates the impact of joint interdependencies as they relate to strike and other special operations that fall outside of or transcend the joint campaign framework.
4-2.  Army Echelons


a.  Theater.  At theater level, the Army commander commands land forces in major operations, provides Army capabilities to combatant commanders, tailors and supports deployed Army forces, and supports remaining JIM elements with forces and capabilities.


(1)  Roles and Responsibilities.
  Theater commanders synchronize operational level firepower in time, space, and purpose to increase the total effectiveness of the land warfare component and support the JFC campaign plan.  Theater commanders also integrate strategic communication themes and messages into theater information initiatives and objectives, to include activities that address root causes of adversary instability and reconstruction operations which help restore cities and neighborhoods.


(2)  Capabilities.  The theater Army commander executes operational level fires, including massed artillery and rocket fires, attack helicopters, AMD, and coordinates with air, naval, and space control targeting systems and information capabilities to support synchronized fires in support of JFC objectives during a campaign or major operation.


(3)  Limitations.  While operational level fires will include organic theater Army strike assets, many operational level targets will be engaged with joint and multi-national air, land, and sea assets.  Lack of access to these joint capabilities would severely constrain theater Army commander options.  Lack of personnel with language skills and cultural knowledge will complicate information and related initiatives, in particular those such as civil military operations (CMO) activities that provide invaluable opportunities to garner local support, restore basic living services and help fledging democracies gain the support of the people.


(4)  Implications of joint interdependencies.  Although each Service contributes its own unique capabilities to the joint campaign, each dominating its own environment, their operational and even tactical interdependence is critical to overall JF effectiveness.




(a)  The theater Army takes advantage of joint fires interdependency by maximizing all Services’ contributions to operational level fires.  While the future Modular Force will have expanded strike capabilities, range, and accuracy, the key to vastly extending the theater Army’s area of influence will be the routine employment of available joint and multi-national air, land and sea assets, all made possible by continuous access to networks that provide joint and multi-national C2, knowledge, fires and near real-time SA across multiple levels of command.



(b)  A future joint fires integrated network will also provide joint and multi-national commanders essential support in assuring access, shaping the operational environment, seizing and maintaining the initiative, gaining and maintaining continuous pressure, and disintegrating, disorienting, dislocating, or destroying any opponent with a combination of lethal and nonlethal means.  Theater commanders must also have the capability to employ, in conjunction with strategic guidelines, nonlethal fires against enemy space capabilities such as commercial, weather, and navigation satellites, to deny enemy C2, intelligence, and navigation capabilities.  These fires must be adaptable for FSO and will use collaborative tools to gain the required SA to execute joint fires, gain the desired effects, and achieve JFC objectives.

b.  Corps.  During major combat operations, the corps will generally be the focal point for the continuous integration of networked strike in the land domain.  Capabilities for strike must extend seamlessly from tactical to operational levels with no loss of timeliness.  However, to enhance its organizational and operational effectiveness, the corps and division must have a rapidly adaptable strike structure that is easily tailored for a wide range of requirements.  For example, the corps, and the division, or other appropriate land force HQ (if a corps is not available), must integrate other Service elements such as an air support operations center that would be required for direct interdiction, close air support, or other air support requirements, or additional IO staff elements that may be required for specific IO initiatives.


(1)  Roles and Responsibilities.
  The corps is the primary level where joint fires are integrated and coordinated with joint and Army IO capabilities and initiatives.  It is also responsible for integrating fires and IO capabilities even though there may be multiple and separate staff elements that may either focus specifically on fires or on IO.  The roles, responsibilities and fundamental principles that characterize the corps fires and IO structures include-



(a)  Networked strike consisting of fully integrated networks characterized by centralized planning and decentralized execution by highly dispersed, modular fires and IO focused elements.



(b)  Routine integration of joint capabilities with information capabilities and operations in support of corps to battalion level operations.  The information war will require  corps commanders aggressively identify and execute information capabilities and operations with joint and organic fires to effectively negate or balance enemy IO activities at all levels.



(c)  Capability (addressing the fires component of strike only) to mass fires without having to mass the units themselves.  Advanced fire direction, extended ranges, and enhanced position locating capabilities will permit future fires systems to be highly dispersed, including the effective conduct of fire missions by single platforms, without forfeiting the ability of the force to mass fires and provide mutual support between echelons.



(d)  Continuing relevance of both precision and high volume area fires.  Continuous all-weather and all terrain fires enabled by pervasive, redundant target acquisition, to include current and forecasted weather conditions based on associated weather decision aids and products.



(e)  Deliberate integration of lethal and nonlethal capabilities to meet the commander’s explicit intent within a cohesive plan of operations will generate a synergy of results that may greatly exceed the application of the parts in isolation.



(f)  Routine integration of strike with joint, allied, and coalition fires.



(g)  Highly integrated and automated strike planning systems and processes will require near-real time connectivity to organic and joint sensors and will routinely integrate fires and information capabilities and operations.  Collectively this planning, process, and sensor integration will-
· Ensure continuous strike support.
· Optimize the allocation of internal and external resources.
· Automatically de-conflict the targeting process.
· Simplify clearance of strike.
· Ensure mutual support between echelons.
· Sharply reduce latency.
· Achieve maximum effects for resources expended.
· Ensure synchronized fires employment with information capabilities and operations.



(h)  Nonlethal projects that address root causes of adversary instability, as well as reconstruction operations which help restore cities and neighborhoods.


(2)  Capabilities.  With regard to the fires component of strike, corps, and divisions will employ fires in accordance with (IAW) three broad mission sets, close support to engaged forces, counterstrike, and shaping.  Note: both corps and division capabilities are discussed in this section inasmuch as their fires capabilities are integrated if both command elements are present.  Additionally, in the absence of a corps, the division will continue to employ fires within the framework of these three broad mission sets.



(a)  Close Support.  Modular brigade combat teams (BCT) will possess organic capability for indirect, precision fires to support tactical standoff engagements and close combat assault.  That capability will necessarily be limited with respect to delivery systems, ranges, and munitions, and will be based primarily on cannon and advanced mortar systems, plus a limited number of organic, longer range robotic rocket and missile systems.  This capability will be sufficient for the maneuver brigade to do some, but not necessarily all, of the tactical fires required to obtain conclusive results in tactical engagements.
· The division will routinely employ fires to tactical engagements, incorporating a wide variety of Army and joint capabilities, to ensure freedom of action for maneuver elements, conserve consumption of tactical on board capabilities for use during follow-on actions, and help to accelerate tactical decision.
· Higher echelons normally will provide or coordinate fires against targets that extend beyond BCT capabilities in terms of range, desired effects, or volume of fires required.  For example, corps or division assets will normally conduct counterstrike, emplace large obstacles, or provide obscuration assets, all of which represent capabilities that will not likely be fully resident at BCT level.  
· Corps and division fire support will not be artificially restricted.  All fire support units must be available and responsive to provide whatever level and form are required to ensure tactical success.
· Overall, close support fires will enable subordinate maneuver forces, through higher levels of standoff destruction, to finish engagements more rapidly without prolonged reliance on decisive close combat assault, and to transition to subsequent engagements without an operational pause.




(b)  Counterstrike.  Destruction of enemy’s accurate long-range fires that could disrupt and hinder maneuver is absolutely critical to ensure freedom of action and high tempo operations for friendly forces.
· The division will retain core responsibility for tactical counterstrike in support of engagements and battles, seeking to deliver preemptive, vice reactive, counterstrike in most cases.  Based on sharp improvements in SA, integrated fires planning, and advanced engagement capabilities, preemptive counterstrike will be far more effective than reactive counterstrike with respect to improving survivability and enabling freedom of action.  Reactive counterstrike may be handled best at the brigade level, employing organic capabilities for target acquisition and immediate response.  
· In addition to augmenting division counterstrike capabilities, the theater Army or corps will function as the primary land integrator of the broader counter precision operations required to eliminate an enemy’s theater-wide capability for precision engagement.  Both missions will require corps tailored capabilities to identify and effectively target enemy firing systems of all types, as well as the sensors, target acquisition capabilities, munitions inventories, and battle command systems that support enemy precision engagement.  
· The joint connectivity and planning assets at both corps and division levels will enable routine incorporation of joint assets (sensors, target acquisition systems, and shooters) for this critical activity.




(c)  Shaping.  The corps and division will also conduct simultaneous shaping to destroy key enemy capabilities, isolate portions of the battlefield, deny the enemy the ability to reinforce or re-synchronize, support preemptive seizure of key terrain, and otherwise shape the area of responsibility for future operations.  They will also conduct shaping in support of operational maneuver, tactical vertical maneuver, and mobile strike operations.


(3)  Subordinate fires organizations.  The modularity of subordinate fires organizations will further permit their combination into larger (tailored) organizations subordinate to the corps and division and facilitate smooth re-tailoring during the course of operations, IAW the factors of mission, enemy, terrain and weather, troops available, time available, and civil considerations.  Fires units will provide a broad array of lethal and nonlethal fires with ranges extending from line-of-sight to hundreds of kilometers.  Cells at corps and division levels will incorporate available fires from these subordinate fires organizations, as well as available joint and multi-national fires and plan and coordinate their employment in support of ground operations.  They will also ensure that these fires are integrated with information capabilities and operations.



(4)  Cultural expertise.  Soldiers with language skills and knowledge of the local culture will provide commanders with expertise they can use to communicate with adversaries and adversarial civilian populations and serve as catalyst to help direct activities and initiatives which help restore basic services and rebuild critical infrastructure.


(5)  Limitations.  While operational level fires will include organic theater Army strike assets, many operational level targets will be engaged with joint and multi-national air, land, and sea assets.  Lack of access to these joint capabilities would severely constrain theater Army commander options.  Additionally, lack of language skills and knowledge of the local cultural inhibits communications and other restorative initiatives.


(6)  Implications of Joint Interdependencies



(a)  As strategic, operational, and tactical levels of operations continue to blur, joint and future Modular Force commanders will be able to routinely maximize the complementary and reinforcing effects of their respective joint and organic fires capabilities and minimize their respective vulnerabilities.  For example, enabled by flexible strike coordinating measures and established joint tactics, techniques, and procedures (JTTP) a JFC may routinely have the option of using future Modular Force fires to engage strategic or operational targets or conversely, employ joint assets in support of future Modular Force tactical operations.




(b)  Future Modular Force corps or division commanders or subordinate commands, as appropriate, must be prepared to establish joint cells to enable them to maximize potential joint fires interdependencies.  Commanders must be capable of enabling the employment of joint or multi-national fires to include the ability to leverage national, joint, multi-national, and organic intelligence, surveillance, and reconnaissance capabilities to find, track, and target enemy forces within their AO or area of influence, as well as find and track friendly and neutral elements.  They must also be able to rapidly engage enemy forces with combinations of organic or joint fires assets and to provide fire support to higher and subordinate and joint organizations as appropriate.  Finally, they must be able to plan, integrate (or de-conflict, if integration is not possible), coordinate, and control all third dimensional operations in the airspace overlying the corps or division AO in real time or near-real time.


c.  Division.  The role of the division is to employ land forces as part of a joint, interagency, and multi-national force during FSO.  The following subparagraphs discuss division responsibilities with respect to the employment of fires, including available joint and multi-national fires in support of FSO and the integration of fires with information capabilities and operations.


(1)  Roles and responsibilities.  The division must be capable of employing division networked massed effects, as well as precision engagement.  The three keys to division level strike operations are a networked force, massing fires without massing delivery systems, and increased precision engagement requirements which comprise a fundamental change vector for employment of strike in future operations.  The division accommodates other Service elements, such as an air support operations center, which could be located at a division HQ or other appropriate ground force HQ, in the absence of a corps.



(a)  Networked Force.  The first key to division level strike operations is the requirement for a highly networked force that enables both cooperative engagement between elements of tactical ground forces committed in battle together and the routine employment of joint strike capabilities to support tactical action.  With respect to the fires component of strike, TM will be supported in the future by a fully integrated joint fire control network, characterized by collaborative fires, IO, and capabilities planning, with decentralized execution by fire systems that are organic to maneuver brigades and battalions, as well as by highly dispersed, modular fires organizations tailored at division level and above.  The network is a key resource in facilitating the use of fires over the entire JOA.  This is a crucial contributor in maintaining pressure or the perception of continuous pressure on the enemy.



(b)  The network must also enable continuous fire support, optimize the allocation of internal and external resources, automatically de-conflict the targeting process, simplify clearance of fires, ensure mutual support between adjacent units, and sharply reduce latency and maximum effects for resources expended.  Knowledge of friendly forces and non-combatants and other environmental elements acquired through near-real time connectivity to organic and joint sensors and effects providers is also required for joint strike to effectively support tactical action.  The end result of the network is to provide the commander the broadest possible range of options and capabilities with regard to the employment of fires and the integration of those fires with IO and capabilities in support of higher and subordinate organizations.  Information initiatives will include aggressive execution of IO capabilities and initiatives as integrated elements of strike to effectively negate or balance enemy information activities.



(c)  Massing Fires without massing delivery systems.  When discussing the fires component of strike, the network must be able to support employment of high precision and rapid response fires when desired.  It must also enable tactical formations to employ massed fires without having to mass delivery systems.  Advanced fire control, extended ranges, and position locating capabilities will permit future firing systems to be highly dispersed, including conduct of fire missions by single platforms, without forfeiting the ability of the force to mass fires and provide mutual support between echelons.  However, fires include actions by both lethal and nonlethal weapons, therefore, nonlethal means must also be considered at the tactical level to generate desired outcomes based on neutralization or establishment of control, rather than destruction.  Nonlethal IO means and activities are other vital components of strike that must be better integrated at tactical (and operational) levels in the future, particularly in stability operations and irregular warfare, where lethal responses may generate undesirable consequences.




(d)  Precision Engagement Requirements.  The requirement for precision engagement will increase, not diminish, over time.  For example, urban areas and other complex terrain will increasingly become centers of gravity and therefore required AOs.
  Such AOs will demand more precision and smaller, more discrete effects due to increased concerns for excessive collateral damage.  Precision engagement refers first of all to the ability to engage the right targets at the right time, with the right munitions, to generate the precisely desired effects.  With respect to fires, the long sought goal remains one shot/one hit with potentially multiple kills.  However, conditions will continue to arise in which area munitions remain the right choice for employment.  Although the need for precise employment does not eliminate the requirement for area fires--not every tactical situation lends itself to precision.



(e)  Similarly, the idea of precision engagement will also apply to the employment of nonlethal capabilities to achieve well defined, measurable, precise effects.  In stability operations, the idea of precision will also encompass extraordinary care to ensure that targets identified are indeed what they appear to be since errant fires in that environment will erode public support.  Precision engagement will focus on precision in generating the effects desired while employment will be guided by information considerations and enhanced by improved SA.


(2)  Nonlethal activities.  The division is responsible for conducting nonlethal activities such as CMO directed projects that address root causes of adversary instability, as well as reconstruction operations which help restore cities and neighborhoods.


(3)  Capabilities.  Divisions are organizations to be highly tailorable for specific missions, but in general, they provide supported BCT and combat battalions with long-range fires, knowledge, aviation, combat support and combat service support capabilities.  Organic joint linkages permit the division to coordinate joint support independently or through its higher HQ.  Additional strike capability considerations are-





(a)  Routine support to tactical levels.  With regard to the fires component of strike, the division will routinely provide continuous fires in support of tactical engagements to ensure freedom of action for maneuver elements, conserve consumption of tactical on board capabilities for use during follow-on objectives, and help to accelerate tactical decision.  How target sets and fires missions will be apportioned from battalion to division (and corps) level will be determined through the integrated fires planning process, but it is reasonable to presume that the higher echelons normally will provide or coordinate fires against targets that extend beyond BCT capabilities in terms of range, desired effects, or volume of effects required.  Planning will thus be centralized but be highly collaborative to account for multiple levels of command conducting distributed operations in depth throughout the JOA with numerous employment requirements.  Additionally, it will emphasize flexibility in terms of range and response in order to maximize employment options in less than predictable environments.  The division will also carry out the majority of the shaping required to set conditions for both the current and future fight.




(b)  Nonlethal Capabilities.  Strike nonlethal capabilities will also seek to produce the precise effects desired by the commander.  The dual ideas of “control” and “setting conditions” are helpful in distinguishing both goals and actions for such employment.  For example, tactical commanders may wish to control crossing points over a water obstacle rather than destroy them, or to control movements of local populations or the enemy by setting conditions that constrain those movements.  These effects may often be temporary in nature and will normally involve the combination of capabilities rather than employment of a single capability.  The idea of cooperative engagement further applies at this point to ensure that parallel actions by adjacent forces are mutually supportive of common goals and not counter productive.  Cooperative engagement between forces will often be required to ensure the achievement of desired effects.  Other nonlethal information engagement (IE) activities include CMO initiatives that help restore basic services and rebuild critical infrastructure.  Soldiers with language skills and knowledge of the local culture will provide commanders with expertise and skills they can use to communicate with adversaries and adversarial civilian populations and serve as catalyst to help direct command activities


(4)  Limitations.  While division commanders will employ organic corps fires assets in support of FSO, there will be many other fire support requirements that can only be met through access to available joint and multi-national air, land, and sea assets.  Lack of access to these joint capabilities would severely constrain division options.  Lastly, lack of Soldiers with language skills and local cultural expertise inhibit other initiatives.


(5)  Implications of joint interdependencies.  The implications for joint interdependencies with respect to joint fires at division level are virtually identical to those of a corps, inasmuch as divisions must be prepared to assume corps responsibilities in the absence of a corps.  As strategic, operational, and tactical levels of operations continue to blur, JF and future Modular Force commanders will be able to routinely maximize the complementary and reinforcing effects of their respective joint and organic fires and minimize their vulnerabilities.  Flexible fire support coordination measures and established JTTP will enable a JFC to routinely employ available future Modular Force fires to engage strategic or operational targets or conversely, employ available joint assets in support of future Modular Force tactical operations.

d.  BCT and Subordinate Battalions.  Distributed operations in depth and operations in complex and uncertain environments will demand that future Modular Force BCT and subordinate battalions possess organic capabilities for indirect, precision fires to support tactical standoff engagements and close combat assault, as well as, organic capabilities to ensure that their fires are integrated with information initiatives and command objectives.


(1)  Roles and Responsibilities.  The BCT rapidly deploy anywhere in the world as a fully integrated combined arms force to conduct combat operations as part of either a division, corps or JTF.  While the BCT is optimized for the offense in major combat operations, it is capable of conducting the full spectrum of military operations including deterrence, homeland defense, stability operations, support operations, smaller scale contingency to restore peace and stability in the global war on terrorism.  The BCT is designed to perform fully integrated tactical maneuver and assaults to close with and destroy the enemy; take advantage of overmatching lethality in standoff; use mobility, survivability, and knowledge against threats in any organizational environment; perform integrated air ground operations; develop the situation with external and organic assets; and synchronize the elements of combat power through an assured network centric C2 structure.


(2)  Capabilities.  The future Modular Force BCT will have a family of advanced, networked air and ground-based maneuver, maneuver support, and sustainment systems that will include manned and unmanned platforms.  It will be networked via battle command, C2, knowledge, strike and joint fires architectures, and both manned and unmanned reconnaissance and surveillance capabilities that will enable levels of SA and synchronized operations not achievable with current forces.  It will also have integrated fires and information elements that will enable BCT and subordinate commanders to aggressively identify, integrate, and execute fires with IO and capabilities in order to effectively negate or balance enemy information activities.



(a)  The future Modular Force BCT will be able to employ three different types of fires line-of-sight (LOS), beyond line-of-sight (BLOS), and non-line-of-sight (NLOS).
· LOS Fires.  These fires are traditional direct fires in which the target is not masked and the shooter has direct LOS through his weapon sights or integrated platform sensor.  The shooter or platform crew performs combat identification (CID) to verify the target, clear ground fires to prevent fratricide, and comply with the ROE while minimizing collateral damage.  Assaulting forces use LOS fires as they conduct assault by fire to close with and destroy an enemy.  LOS fires have the advantage of point and shoot immediacy against targets directly seen or sensed from the engaging platform.  
· BLOS Fires.  These fires are an extension of traditional direct fire that extends the range to the next terrain compartment.  BLOS enables standoff engagements at greater ranges and opens up fields of fire previously denied to firing elements due to the restrictions of intervening terrain, adverse weather affecting LOS engagement, or range to the target.  BLOS fires extend the vision of the firing platform by using a combination of sensors and networked firing platforms to establish a direct sensor-to-shooter linkage.  The firing platform sees the target through its own or another networked sensor.  Automatic target recognition, laser seeking, or guidance commands guide BLOS munitions onto the target.  BLOS fires enable standoff engagements at greater ranges and open fields of fire previously denied to direct fire due to the restrictions of intervening terrain or extended ranges to the target.  BLOS fires allow the future Modular Force BCT to establish overwatch on the move, disperse across the battlefield, and yet, provide mutual support with precision.
· NLOS Fires.  These fires are the current method of indirect fire support where a sensor or decider directs a firing platform to engage targets in response to a requirement for fires.  The Soldier or sensor identifies a target and passes a fire mission through the battle command system.  The firing platform engages the target without seeing/sensing the target based on the sensing of the requestor.  Based upon the commander's attack guidance and concept of fires, the battle command system selects the optimum shooter or effector (organic or external to the BCT) to engage the target.  The designated effectors receive target data, compute a technical firing solution, and fire the mission.




(b)  Network architectures and enhanced analytical tools will enable exchange of blue and red force tracking from joint to tactical levels, real time sensor shooter linkages, and unprecedented synergy between echelons and within small units.  They will enable the future Modular Force BCT to establish continuous connectivity with division, corps, joint, interagency, and multi-national organizations, making their capabilities available to the BCT and its subordinate elements, as well as to adjacent and noncontiguous units.  The networked BCT will thus be able to develop the situation in and out of contact, set conditions, maneuver to positions of advantage, and close with and destroy the enemy through standoff attack and combat assault (see fig. 4-1).
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Figure 4-1.  Networked Strike



(c)  Strike Support to Developing the Situation  
· Out of Contact.  The BCT will seek to maintain unbroken contact with the enemy in order to apply continuous pressure that retains the initiative and keeps the enemy in a reactive posture.  However, prior to decisive combat, the BCT will apply both organic and external assets to fully develop the situation with respect to enemy dispositions, strengths (including enemy information capabilities), and vulnerabilities, as well as other traditional aspects of intelligence preparation of the operational environment.  While LOS fires remain critical to close combat assault, BLOS fires enable assaulting elements to engage adversaries from tactical standoff setting the conditions for the close fight.  For example, a BCT, approaching a built up area receives targeting input from an unmanned aircraft system (UAS).  The BCT executes BLOS engagements through the optics of the UAS after verifying the target and meeting ROE, ground, and airspace clearance requirements.  The UAS continues to track enemy activities throughout the engagement to provide information to determine if target re-engagement is necessary.  Thus the BCT will have the means, through its sensing and fires capabilities, to remain ‘in contact’ with the enemy while keeping its force structure physically ‘out of contact’ where it can see first and understand first while maintaining freedom of action.  
· In Contact.  Conditions such as terrain, weather, force dispersion, and enemy actions may prevent ‘out-of contact’ capabilities to see, know, and shape.  In these circumstances, the BCT and its subordinate battalions will retain the capability to conduct movement to contact and develop the situation through strike and maneuver.  At each level, commanders may employ organic capabilities or rely on joint knowledge capabilities to obtain needed information.  They may also choose to fight to develop the situation if conditions so dictate and employ organic strike assets or request additional fire support from available external Army, joint, or multi-national sources.



(d)  Isolating and shaping engagements through tactical stand off.  Once commanders decide when and where battalions will fight, they immediately employ stand off fires and execute aggressive information initiatives to further shape the operational environment.  
· Shaping by Fires.  BCT and battalion standoff fires are synchronized with and supplemented by shaping fires from higher levels.  Tactical standoff positions for organic battalion elements are selected dependent on cover, concealment, protection, and the enemy's own capabilities for detection and engagement.  Stand off positioning must balance maximizing engagement ranges to avoid and negate enemy reciprocal standoff capabilities with minimizing engagement range, in order to reduce exposure time for complementary maneuver.  Tactical standoff is intended to destroy or neutralize critical elements of enemy combat power, generating a significant level of enemy disintegration prior to close combat assault.  Tactical standoff actions conducted with high situational understanding (SU) and precision will be responsible for most of the attrition suffered by the enemy, a result that may accelerate the pace of the engagement and place the enemy at an overwhelming disadvantage.
· Information Shaping.  Commanders will develop aggressive information initiatives that incorporate enemy information capabilities and initiatives into their synchronized plan of attack.  The intent of these shaping efforts is to build as strong as possible base of support for combat operations in advance of the operation itself.



(e)  Integration of fires and maneuver.  As external and organic forces isolate and shape the battle, battalion elements maneuver rapidly and autonomously along multiple, dispersed routes to positions of advantage.  Tactical standoff fires continue, further attritting the enemy’s ability to resist.  Maneuver elements employ speed, stealth, and deception to avoid detection, protect movement, retain freedom of action, engage enemy forces while en route, and build momentum.  Movement is fully integrated with organic and supporting fires that further come into play and shift as required as battalion elements converge in a synchronized attack.  Rapid closure is critically important to fully exploit the effects of precision tactical standoff fires and achieve the ambush dynamic inherent within dominant precision maneuver.  The less time between these complementary actions, the more decisive the engagement.  Continuous knowledge activities provide SA updates in near-real time 



(f)  Self synchronization at the tactical level.  During the course of the advance, battalion elements, although proceeding separately along different approaches to different objectives, are able to maintain near-real time visibility of both enemy and friendly changes in battlefield conditions and adjust routes, tempo, and objectives IAW positive and negative changes to the situation, so that they can effectively maintain continuity and coherence of their respective operations.  Commanders monitor BDA from supporting fires in near-real time and continually assess, and report to the attack echelons.  Responsive, low latency, sensor shooter linkages ensure rapid response to fleeting targets and other targets of opportunity, while networked targeting expands options for engagement and distributes fires across the force.




(g)  Cooperative engagement at the tactical level.  Networked C2, knowledge and fires architectures will in fact, enable BCT and subordinate battalion commanders in combat to take one step beyond self synchronization and exercise their collective capabilities to provide or benefit from mutual support to or from adjacent or joint assets.  This focusing of combat power will be accomplished as a result of collaboration between committed commanders rather than through the usual monopoly reserved for the overall commander and will result in more responsive fires for commanders engaged in combat.  For example, a mounted combat system platoon from one battalion is moving along an avenue of approach with an infantry carrier vehicle (ICV) from another battalion that is moving along a separate but parallel avenue of approach against their common BCT objective.  The ICV comes under fire from an enemy tank sitting in a protected position along a hillside.  The ICV platoon passes control of the sensor feed from the UAS to the mounted combat system platoon who engages the target.



(h)  In this BLOS engagement, the gunner sees the target through the optics of another platoon's UAS and engages the target.  Once the BLOS fires destroy the enemy tank, control of the UAS passes back to the ICV platoon and they continue the attack.  In this example, BLOS fires employ not only the sensor from another unit, but fire across unit boundaries and into the next terrain feature.  BLOS fires thus allow the BCT to shift from engagement areas employing LOS fires to standoff engagements into terrain compartments beyond their LOS.  In this manner, the BCT demonstrates cooperative engagement and also uses intervening terrain to provide protection to BLOS platforms as they engage targets and destroy the enemy outside of LOS lethality ranges.




(i)  Strike support to decisive contact.  In many engagements, the combined results of tactical standoff fires and simultaneous maneuver to the objective may render decisive or near decisive results.  Despite standoff attrition, the enemy may still retain significant fighting elements, particularly in the form of small sub-units and dismounted infantry.  In those situations, a wholly conclusive outcome still requires the battalion to finish the enemy through close assault.  Whereas the standoff component of the engagement is carried out by mounted forces, the assault will normally require some combination of mounted and dismounted action which may change as the assault proceeds.  As the battalion and its subordinate elements convert from mounted to dismounted modes, the enemy must still be held under constant observation and subjected to continuous pressure from direct and indirect fires as discussed below.
· The combat battalion’s maneuver elements execute support by fire tasks and assault near simultaneously.  Networked teams rapidly coordinate actions, focus efforts, exploit each other’s actions, and mass against difficult enemy positions.  Man portable sensors and networked manned and unmanned knowledge assets rapidly update the situational awareness of dismounted teams.  Junior officers and non-commissioned officers play the crucial roles in this decentralized, but highly synchronized assault, as they employ multiple teams and integrate supporting fires to accomplish tasks and missions.

· Maintaining effective, responsive linkages between dismounted elements and fire support systems (and between mounted and dismounted elements oriented on different tasks) constitutes a major challenge.  Soldier systems and innovative sensing capabilities such as ground sensors, robotics, and unmanned aerial vehicles, linked to responsive firing systems, enable dismounted teams to integrate reinforcing and complementary fires, greatly enhancing the lethality, mobility, and survivability of the dismounted force.



(j)  The BCT will frequently be responsible for providing direction for CMO initiatives that help restore basic services and rebuild critical infrastructure.  Soldiers with language skills and knowledge of the local culture will provide commanders with expertise and skills that can be used to communicate with adversaries and adversarial civilian populations and serve as catalyst to help commander’s direct these activities.


(3)  Limitations.  Future Modular Force BCT and subordinate battalions possess organic capabilities for indirect, precision fires to support tactical standoff engagements and close combat assault.  Their capabilities will necessarily be limited with respect to delivery systems, ranges, and munitions, and will be based primarily on cannon and advanced mortar systems plus a limited number of organic, longer range robotic rocket and missile systems.  These capabilities will be sufficient for the maneuver brigade to do some, but not always all, of the tactical fires required to obtain conclusive results in tactical engagements.  Lack of Soldiers with language skills or cultural experience also inhibits nonlethal initiatives such as CMO activities and events.


(4)  Implications of Joint Interdependencies



(a)  The future Modular Force BCT and its subordinate units, due to limited capabilities, are highly dependent on their network architectures for access to higher HQ, joint and multi-national knowledge, C2, and fires capabilities.  Their networks are critical enablers that allow them to routinely maximize the complementary and reinforcing effects of external available fires and minimize their organic vulnerabilities.  As with all Army elements, flexible strike coordination measures and established JTTP will enable BCT and subordinate unit commanders to routinely employ available external fires to engage tactical targets, or reciprocally, to provide their available strike capabilities to engage strategic or operational targets in support of JFC objectives.



(b)  Specific interdependent capabilities include employment of BCT fires from organic, division, corps, or multi-national assets to enable decisive operations or to achieve effects IAW the commander's attack guidance.  These fires and resulting effects enable maneuver and eliminate enemy combat capabilities at decisive points or centers of gravity.  During actions before contact, the BCT employs its extended long-range killing capabilities to fix or destroy enemy forces.  During contact, fires enable maneuver by engaging most dangerous and high payoff targets.  NLOS fires employ a full range of target effects to deny sanctuary in the area of influence, provide mutual support from dispersed locations, and rapidly shift striking power across the JOA.
4-3.  Information Operations

a.  IO degrade adversary C2, protect friendly capabilities and intentions, and influence various audiences in and beyond the AO.  IO includes core and the related capabilities of public affairs (PA), strategic communications, and CMO that are not subordinate to IO but require close coordination and integration with IO.  The following paragraphs provide a summary of IO, as well as context for follow-on discussions that emphasize the importance of integrating command and control warfare (C2W), IE, and military deception (MILDEC) initiatives and objectives with the employment of future Modular Force, joint, and multi-national fires.

b.  IO Core tasks.  These tasks are integrated into the planning and execution of operations in the information domain.  They include C2W, which also includes certain aspects of psychological operations (PSYOP).  C2W includes those actions involving the use of computer networks, electromagnetic (EM) and directed energy (DE), and physical attack to degrade or destroy adversarial C2 or neutralize adversarial attack capabilities; and, actions to search for, intercept, identify, and locate or localize sources of radiated EM energy for the purpose of threat recognition, targeting, planning, and conduct of future operations.  C2W comprises electronic attack (EA), electronic protection (EP), electronic warfare support (ES), computer network attack (CNA), computer network exploitation (CNE), and physical attack capabilities.


(1)  EW is defined as any military action involving the use of EM and DE to control the EM spectrum or to attack the enemy.  EW will increase dramatically in importance as our dependence on future technologies and their corresponding reliance on software increases.  The other major impetus accelerating the importance of this suite of capabilities is the fact that our enemies are gaining much greater access to EW capabilities that they can employ against us.  The three major components of EW are EA, EP, and ES.



(a)  EA is the division of EW involving the use of electromagnetic energy, DE, or anti-radiation weapons to attack personnel, facilities, or equipment with the intent of degrading, neutralizing, or destroying enemy combat capability and is considered a form of fires.  EA includes actions taken to prevent or reduce an enemy's effective use of the EM spectrum, such as jamming and EM deception and employment of weapons that use either EM or DE as their primary destructive mechanism (lasers, radio frequency weapons, and particle beams).



(b)  EP is the division of EW involving passive and active means taken to protect personnel, facilities, and equipment from any effects of friendly or enemy employment of EW that degrade, neutralize, or destroy friendly combat capability.  The future Modular Force must have and be supported by organizations that maintain systems sufficiently robust and self-protective/healing to prevent catastrophic failure.  However, as their systems do degrade, they must also have the flexibility and capability to quickly reinstall or switch to other systems and networks that can replace those destroyed or degraded beyond practical use.



(c)  ES is the division of EW involving actions tasked by or under direct control of, an operational commander to search, intercept, identify, and locate or localize sources of intentional and unintentional radiated EM energy for immediate threat recognition, targeting, planning, and the conduct of future operations.  Thus, ES provides information required for decisions involving EW operations and other tactical actions such as threat avoidance, targeting, and homing.  ES data can be used to produce signals intelligence, provide targeting for electronic or destructive attack, and produce measurement and signature intelligence.


(2)  CNO



(a)  Future Modular Force commanders will require vastly greater offensive, defensive, and exploitation CNO capabilities that they can habitually incorporate into all future operations.  They must be prepared to fight and win battles using friendly networks against enemy networks, as well as have the CNO capabilities necessary to incapacitate or defeat enemy networks prior to attack.  With regard to strike, current friendly/enemy exchanges of artillery fire will be replaced with future exchanges of friendly complex strike networks against enemy complex strike networks.  Friendly complex strike networks will include integrated systems.  Examples of current systems will be integrated strike systems include artillery tactical fires systems, air defense artillery systems, and improvised explosive device (IED) systems.  In the future, systems like these and others will be incorporated into integrated strike networks to provide future commanders capabilities to habitually conduct offensive, defensive, and exploitation strike operations.



(b)  Additionally, future commanders will have teams of artillery, air defense artillery, IED, sensor, signal, and electronic and computer subject matter experts who can provide the required support for the complex strike network of the future.  This will include the capability to deliver point and loitering jammers and surveillance for both air and ground systems for targets.  The end result will be synergistic combinations of systems, decisionmakers, and capabilities that enable commanders to employ fires integrated with C2W, IE, and MILDEC operations with unprecedented responsiveness and precision.  Finally, commanders must also consider how adversaries will utilize open source internet communication methods and means to enable their operations.  This will be a challenge given the scope of the internet, legal implications, and ease of access.  CNO are operations comprised of CNA, computer network defense (CND), and related CNE enabling operations.



(c)  CNA are actions taken through the use of computer networks to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.



(d)  CND is defined as actions taken through the use of computer networks to protect, monitor, analyze, detect, and respond to unauthorized activity within DOD information systems and computer networks.



(e)  CNE is defined as operations and intelligence collection capabilities conducted through the use of computer networks to gather data from target or adversary automated information systems or networks.


(3)  PSYOP are planned operations to convey selected truthful information and indicators to foreign audiences to influence their emotions, motives, objective reasoning, and ultimately, the behavior of their governments, organizations, groups, and individuals.  The purpose of PSYOP is to induce or reinforce foreign attitudes and behavior favorable to the originator’s objectives.


(4)  MILDEC are actions executed to deliberately mislead adversary decisionmakers as to friendly military capabilities, intentions, and operations, thereby causing the adversary to take specific actions (or inaction) that will contribute to the accomplishment of the friendly forces’ mission.  Humans will continue to far exceed the ability of computers to deliberately mislead adversaries, but because our enemies carefully study our actions and publications, future Modular Force commanders must continue to learn how to integrate MILDEC faster and better than our enemies.  The central challenge will remain, and that is to be able successfully conduct MILDEC operations in a very open world while, at the same time, not appearing to be deceitful and untrustworthy to neutrals whose trust and confidence must be maintained.


(5)  Operations security (OPSEC) is a process of identifying critical information and subsequently analyzing friendly actions and other activities to identify those actions that can be observed by adversary intelligence systems, determine indicators that adversary intelligence systems might obtain that could be interpreted or pieced together to derive critical information in time to be useful to adversaries, and select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation. 


b.  Other IO Capabilities.  Commanders must have adequate capabilities that have military purposes other than IO, but either operate in or have impact on the information environment.  These capabilities are discussed below-


(1)  Information assurance is measures that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.



(2)  Physical security is measures designed to safeguard personnel; to prevent unauthorized access to equipment, installations, material, and documents; and to safeguard them against espionage, sabotage, damage, and theft.  Communications security is the component of physical security that results from all physical measures necessary to safeguard classified equipment, material, and documents from access or observation by unauthorized persons.


(3)  Physical attack is means employed in support of IO to adversely affect the adversary’s ability to exercise C2 and to influence target audiences.


(4)  Counterintelligence is information gathered and activities conducted to protect against espionage, other intelligence activities, sabotage, or assassinations conducted by or on behalf of foreign governments or elements thereof, foreign organizations, or foreign persons, or international terrorist activities.


(5)  Combat camera (COMCAM) is acquisition and utilization of still and motion imagery in support of combat, information, humanitarian, special force, intelligence, reconnaissance, engineering, legal, PA, and other operations involving the Military Services.


c.  Related Capabilities.  Three of the thirteen IO capabilities are related capabilities.  They are PA, defense support to public diplomacy (DSPD), and CMO.  They are related to, but distinct from, IO.  These capabilities are carried out by different types of units and operate under different rules.


(1)  PA is the public information, command information, and community relations activities directed toward both the external and internal publics with interest in the DOD.  PA accurately informs a broad audience.  The specific charter of U.S. Army public affairs is to inform both the American people and internal audiences about the U.S. military.  U.S. Army public affairs provides information to internal military audiences on issues of immediate importance and interest, and equally important, provides U.S. citizens with accurate information about the Army.


(2)  DSPD are those activities and measures taken by the DOD components to support and facilitate public diplomacy efforts of the U.S. Government (USG), as part of the USG’s strategic communication program.  The objective is to understand and engage key audiences to create, strengthen, or preserve conditions favorable for the advancement of USG interests, policies, and objectives through the use of coordinated programs, plans, themes, messages, and products synchronized with the actions of all instruments of national power.  As part of DSPD, the geographic combatant commander plans and executes military diplomacy as part of security cooperation and engagement in the area of responsibility.


(3)  CMO are the activities of a commander that establish, maintain, influence, or exploit relations between military forces, governmental and nongovernmental civilian organizations and authorities, and the civilian populace in a friendly, neutral, or hostile operational area in order to facilitate military operations, to consolidate and achieve operational U.S. objectives.



(a)  CMO may include performance by military forces of activities and functions normally the responsibility of the local, regional, or national government.  These activities may occur prior, during, or subsequent to other military actions.  They may also occur, if directed, in the absence of other military operations.  CMO may be performed by designated civil affairs, other military forces, or a combination of civil affairs and other forces.



(b)  CMO can be particularly effective in peacetime, pre-combat operations, and post-combat operations when other capabilities and actions may be constrained.  Early consideration of the civil-military environment in which operations will take place is important.  The CMO staff, like the PA staff, has an important role to play in developing broader IO plans and objectives.  More people have access to more information.  Also, Soldiers are conducting more military operations in open environments.  As this access and these operations increase, so too will the importance of CMO to the achievement of IO objectives increase.  The direct involvement of CMO with core, supporting, and related IO capabilities, such as PSYOP, CNO, and counterintelligence, also will increase.  CMO, by their nature, usually affect public perceptions in their immediate locale.  Distribution of information about CMO efforts and results through PA and PSYOP can affect broad audience perceptions and favorably influence key groups or individuals.

d.  Army Application of IO Capabilities


(1)  The ultimate objective of IO is to achieve an operational advantage that contributes to mission accomplishment.  Military operations are undertaken to achieve national objectives.  Army commanders understand they will plan, prepare, and execute FSO as part of a JIM team.  Hence, their IO must be nested with and reinforce the strategic communication themes and messages, to include performing tasks that may be assigned in support of DSPD or military diplomacy.


(2)  The success of Army FSO in general, and stability operations in particular, depends largely on promoting positive perceptions and attitudes of a host population.  This shapes the land AO for political, social, and economic normalization.  Commanders use IO and related activities to build trust and confidence, communicate information, promote support, and counter effects from enemy IO propaganda, misinformation, rumors, confusion, fear, and apprehension.  Where the use of force is restricted or is not a viable option, IO can influence attitudes, reduce commitment to a hostile cause, and convey the willingness to use force without actually employing it.  Information used in this manner allows friendly forces to accomplish missions faster, with fewer casualties and enduring effects.


(3)  IO on land differs fundamentally from IO in the air and sea.  Ground forces are immersed in the socio-cultural mosaic of native populations.  Populations typically comprise diverse social groups, often with diametrically opposed interests, objectives, cultures, and norms.  Hence, in addition to employing traditional capabilities of IO against adversaries, land component commanders confront the challenge of orchestrating IE activities among disparate social groups in their AO.  Army commanders think of IO in terms of effects they must generate to achieve an operational advantage that leads to mission accomplishment rather than as a set of information related tools.


(4)  Army doctrine retains the definition, intent, and essence of joint IO doctrine.  Due to the nature and scope of land operations, however, the Army discharges IO capabilities a bit differently while still nesting them in the context of joint, interagency, intergovernmental, and multi-national operations.  The responsibilities, authority, and accountability for coordinating and synchronizing the disparate IO capabilities are assigned to the staff principals.  These principals have the capability, capacity, and expertise to optimize the IO capabilities.


(5)  MILDEC.  Future Modular Force commanders are responsible for coordinating and synchronizing MILDEC into plans and operations against enemy forces.  MILDEC will remain as a valuable tool for exploiting and deceiving the enemy when integrated carefully and skillfully into plans and operations.


(6)  OPSEC.  Information systems will continue to proliferate in the future information domain as the “knowledge war” a more dominant form of future conflict, forcing future Modular Force commanders to devote significant emphasis and resources on OPSEC, as well as continued emphasis on physical security.


(7)  C2W are actions involving the use of computer networks, EM and DE, and physical attack to degrade or destroy adversarial C2 or neutralize adversarial attack capabilities; and, actions to search for, intercept, identify, and locate or localize sources of radiated EM energy for the purpose of threat recognition, targeting, planning, and conduct of future operations.  C2W comprises EA, ES, CNA, CNE, and physical attack capabilities.


(8)  Information protection is active or passive measures to protect and defend friendly information, and information systems to ensure friendly access to timely, accurate, and relevant information while denying adversaries the opportunity to exploit friendly information and information systems for their own purposes.  Information protection comprises information assurance, CND, and EP capabilities.


(9)  IE.  Future Modular Force commanders use the integrated employment of PA, PSYOP, COMCAM, CMO, counterpropaganda, and other means necessary to inform and engage key audiences in their operational environment in order to create, strengthen, or preserve a tactical or operational advantage that contributes to the accomplishment of the mission, which may include DSPD.  By intent and in its effects, IE is the operational and tactical application of strategic communication in the land force commander’s operational environment.


(10)  Synchronization and Integration of Information.  The appropriate Army command level chief of staff, (through the G-3), is responsible for the overall synchronization and integration of all IO and other unit capabilities.  The operations synchronization meetings are crucial to realizing the synergistic effects from IO and other unit capabilities.  Membership to these meetings should not be limited to the chairs of the respective cells unless time or other constraints makes it necessary to do so.  IO support for intelligence preparation of the operational environment development differs from traditional requirements in that it may require greater lead time and may have expanded collection, production, and dissemination requirements.



(11)  Army Forces as a Joint Force HQ.  When designated and augmented to be the JF HQ, Army HQ discharge IO capabilities IAW Joint Publication (JP) 3-13, Information Operations and JP 5-0, Joint Plans.

4-4.  Airspace Command and Control (AC2) Implications

a.  Future JFCs will have access to capabilities not enjoyed by current commanders that will enable them to gain vastly greater synergies from the application of combat power from multidimensional forces, and to tailor that combat power to fit any environment, phase, or operational situation.  Joint fires will remain as significant contributors to the JFCs’ array of combat power capability options.  The routine employment of joint fires, however, demands network, systems, and process fusions not possible today, as well as persistent and continuous interface with all components of the joint and multi-national force.

b.  Although land forces control the land dimension, they must also facilitate the control of air, sea, and space dimensions, all of which have capabilities that contribute to the employment of joint fires on land.  The future Modular Force will be able to achieve dynamic integration of airspace and fires, enabled by networks and systems that will electronically perform the previously burdensome and time consuming de-confliction of airspace.  This section addresses the implications of integrating joint and multi-national fires with Army future Modular Force fires.

c.  General.  The physical characteristics of a typical future JOE (fig 4-2) will include vast noncontiguous land areas punctuated by urban settings, weather, topography, hydrology, and environmental conditions that adversaries will use to gain advantage when confronting U.S. forces.
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Figure 4-2.  Engagement in a Noncontiguous Operational Environment

d.  Requirements and Capabilities.  The noncontiguous nature of the JOE does not negate JFC and future Modular Force commander’s requirements to control those areas.  Fortunately, future commanders will have significantly greater capabilities to meet those responsibilities.



(1)  Requirements.  The mostly noncontiguous land areas of the future JOE will frequently be intersected by multiple linear assets such as utility (power, gas, water) lines, main supply routes, as well as individual site assets to include power stations, oil wells and refineries, dams, national cultural or religious sites.  All of these assets and others of value to friendly forces and civilian populations require protection.  Enemy destruction of these assets or frequent and prolonged disruption of services enabled by these assets would obviously impact the quality of life of neutral or friendly populations, causing them to lose faith in their government, and frequently complicate U.S. efforts to conduct operations intended to improve living conditions and restore stability to the area.  The JFC and his subordinate future Modular Force commanders must have continuous lethal and nonlethal means and capabilities to employ all weather, day or night, precision, responsive, and sustained fires throughout the JOE to protect assets and capabilities that are central contributors toward achieving end state objectives.


(2)  Capabilities.  The general capabilities and technologies required to provide security throughout the JOE fall into three broad categories, those that enable continuous and near-real time SA, those that comprise fires application capabilities, and those that provide network architectures, systems, and process technologies that enable the seamless, transparent, and continuous interface between SA, fires application and the multitude of commands and players who are essential for making the application of fires from strategic to tactical levels a reality.  An elaboration of these capabilities is provided below.




(a)  SA Capabilities.  Access to land based, aerial, and space-based sensor capabilities from strategic to tactical levels and the ability of networked systems to fuse this information are perhaps the greatest enablers to near-real time SA.  Nanotechnology advancements will enable dedicated micro satellites and supporting space capabilities to enable continuous access to the COP, as well as enable C2, knowledge, and fires network fusion.  Other SA-enabling capabilities will include a proliferation of networked joint and organic aerial sensors, UAS that will be networked with space capabilities and provide unprecedented SA and beyond line-of-sight communications at all levels throughout the JF enabling immediate de-confliction of joint fires platforms.




(b)  Fires Application Capabilities.  Air, maritime, and ground component commanders will have advanced air, missile, and munitions technologies that will provide them increased range, precision, responsiveness, lethality and nonlethality, loiter, and other capabilities required to engage targets, including high value target and high-payoff target which may require special capabilities.  In order to optimally employ fires by lethal or nonlethal means, component commanders will require real-time SA made possible by the significant numbers of integrated land, air, and space based sensors, to include UAS.  These capabilities will enable them to support the JFC and ground commanders with significantly expanded options for engaging targets by automatically de-conflicting and integrating all joint fires assets in real-time.  Collectively, these advanced munitions and systems will provide the JFC dramatically increased capabilities for responsive and precision engagement of targets throughout the JOE.



(c)  Network Technologies.  Integrated networks and architectures are essential enablers for ensuring continuous access to the COP and for integrating C2, knowledge and fires networks, systems, and processes across multiple levels of command.  They also provide vital linkages that ensure continuous SA between the myriad of joint fires planning and coordination cells at joint, multi-national, and future Modular Force commands that are absolute requirements for ensuring de-confliction and integration of joint and multi-national fires in near real-time.

c.  Control Procedures.  The categories of capabilities and technologies addressed above are also central in dramatically simplifying, clarifying, and accelerating integration and employment of joint and multi-national fires.  The examples below illustrate the application and focus of fire control procedures that may be used to employ fires against threats in noncontiguous areas.



(1)  Dynamic Control Procedures.  Future systems managers will be able to integrate future Modular Force, joint, national, and multi-national capabilities, architectures, networks, systems and procedures to enable AC2, SA, fires, C2 and other relevant networks to provide future Modular Force and joint fires planning cells knowledge of all planned and requested fires, as well as common and near-simultaneous access to the airspace through which they will employ fires.  These integrated capabilities, enablers, and other technologies will make it possible for joint and multi-national forces to migrate from a current focus on de-confliction of fires and airspace to a future focus on integration of fires and airspace.  The relevant networks, systems, and technologies will perform this integration function and provide future planners a menu of available assets at multiple command levels.  Planners may then select fires that will provide the effects desired within the prescribed time constraints.  With AC2 integration and delivery platform availability issues resolved, planners at all appropriate levels of control will be able to quickly select the best delivery platform from a current menu of available options, prioritize, and revalidate the fire mission, and authorize employment of fires.


(2)  Decentralized Control Procedures.  Satellite imaging identifies a series of enemy threats converging to attack a small town in an isolated, noncontiguous area of the JOE that has proven receptive and friendly toward U.S. initiatives to restore stability to the area.  Joint fire planners determine that this is an immediate threat which must be addressed within 30 minutes.  Joint planners decide what effects are required to neutralize the threat and quickly retrieve from their current database the assets available from ground, air, and maritime commands to employ fires within the time constraints allowed.  Fires planning cells at the relevant commands are notified electronically of this immediate request for fires.  Having the same SA as the JF planners, they confirm the availability of assets that could be applied against the threat, prioritizing them based on precision, responsiveness, and other requirements, including any required clearance of corridors prior to employment.  The joint planners select the desired asset from their menu of available options and request immediate employment of fires that provide the most desirable combination of effects desired while causing the least disruption to existing corridors and other ongoing operations.  The relevant commands immediately apply lethal fires against the threat, well within the time constraints imposed.



(3)  Positive Control Procedures.  A future Modular Force BCT identifies an immediate requirement for a specific effect against a high priority threat they cannot meet with organic BCT assets.  They immediately route a request for fires horizontally and vertically to adjacent and higher and joint/multi-national fires planning cells that may have available assets to respond to the request.  A joint fires planning cell at a higher HQ, in conjunction with other relevant ground and air planning cells, determines that the best asset for applying the effect required is an air platform that has been circling over a nearby high threat area.  The joint fires planners activate dynamic AC2 procedures that reprioritize existing calls for fires, redirect or delay air and ground fires which interfere with the open corridor required, and alert the pilot of the aircraft of an immediate fire mission.  The pilot establishes common SA with the element requesting fires and completes final coordination requirements.  Within minutes, planners have opened a corridor for the aircraft to deliver fires against the target.


(4)  UAS Employment of Fires.  Networked UAS offer commanders valuable options for protecting linear assets such as pipelines and main supply routes that snake through large noncontiguous areas.  They provide relatively inexpensive assets that can loiter or patrol for long periods of time in day or night conditions, provide SA, as well as responsive, precision fires by lethal or nonlethal means.  Ground commanders with control responsibilities for the land areas in question can act immediately within the parameters of pre-arranged control procedures and engage UAS assets against appropriate threats.  For example, they may act immediately to apply lethal fires against enemy combatants emplacing IEDs along a main supply route or nonlethal fires to disperse angry crowds that are attempting to harass U.S. convoys passing through their areas of responsibility.

4-5.  Joint Campaign Framework

a.  General.  The joint and Army communities, due to inadvertent lag times in publishing dates of their key operating concepts, use somewhat different constructs to describe the joint campaign framework.  This Strike concept follows the framework established in JP 3-0, Joint Operations, which specifies six phases: shape, deter, seize the initiative, dominate, stabilize, and enable civil authority.

b.  TRADOC Pam 525-3-0, The Army in Joint Operations, which predates this new joint phase titling, uses prepare and posture, shape and enter, conduct decisive operations, and transition.  For concept purposes, the prepare and posture phase encompasses the two distinct joint phases of shape and deter.  Similarly, the Army shape and enter phase includes elements of the joint shape and seize the initiative phases.  The Army conduct decisive operations phase includes the joint seize the initiative phase and parts of dominate, stabilize, and enable civil authority phases.  Transition as used in the Army capstone concept overlaps the joint phases of dominate, stabilize, and enable civil authority.

c.  The discussion of joint phasing does not imply that those phases are sequential in planning or execution.  In fact, many phases will be concurrent while some phases may actually be omitted from a particular campaign or major operation.  For example, although JP 3-0 labels shape as Phase 0, it is actually a continuous effort that only begins in Phase 0.  In some instances, Phase I, deter, may not occur at all, the JFC may go directly from shape to seize the initiative.  Understanding these joint and Army disparities helps clarify the follow-on discussion of the joint campaign framework.


(1)  Joint Organization.  The future Modular Forces will normally operate as a functional or Service component of a JTF.  Each JTF will be formed and tailored for a specific contingency and will operate in a designated JOA.  The combination of forces and size and number of joint elements and component forces will be tailored for each contingency and will vary IAW mission requirements.  Strike capabilities based force packages will vary, as will the C2, knowledge, and other JTF or theater assets future Modular Force commanders must rely on for planning and executing strike operations.


(2)  Joint Campaign.  The JFC will seek to defeat the enemy as rapidly as possible, employing, in combination, defeat mechanisms designed to achieve early decision.  If early decision is not achievable, the JFC ensures that the subsequent campaign plan is consistent with strategic guidelines, incorporates theater strategy, to include conducting a thorough analysis to incorporate subsequent and concurrent stability operations as an intrinsic element of combat operations and provides a phased campaign to achieve assigned objectives.

b.  Shape.  Activities in the shape phase are performed to dissuade or deter potential adversaries and to assure or solidify relationships with friends and allies.  The time available prior to the commitment of forces will vary depending on the degree of warning that exists.  The U.S. President and Secretary of Defense will develop policy guidelines and establish end state objectives.  National and strategic level agencies and regional assets will initiate or intensify DIME efforts.  The JFC, IAW higher level policy and guidelines, will establish a new JTF HQ and its components or will tailor an existing JTF that meets mission requirements.  Elements of the JTF, as well as any coalition organizations, will begin movement toward the JOA or other pre-positioned locations.  Responsible agencies and military elements at all appropriate levels will update the COP.



(1)  Information Initiatives.  One of the most important series of initiatives during the shaping phase are information initiatives to include public and private messages that convey information to the American public, the adversary, and to friendly and neutral populations.  These messages must be consistent with U.S. actions, the strategic communication themes and objectives, and must be exercised with the intent to enhance international legitimacy and gain multi-national cooperation in support of defined military and national strategic objectives.  Information initiatives are designed to assure success by shaping perceptions and influencing the behavior of both adversaries and allies, developing allied and friendly military capabilities for self-defense and coalition operations, improving information exchange and intelligence sharing, and providing U.S. forces with peacetime and contingency access.


(2)  Interagency activities.  When possible, interagency representatives should be invited to participate in normal staff training activities in order to promote common understandings and establish working relationships prior to actual mission execution.

c.  Deter.  The intent of this phase is to deter undesirable adversary action by demonstrating the capabilities and resolve of the JF.  Selected components of deter are discussed below.


(1)  Network-enabled Battle Command.  Future Modular Force commanders, in collaboration with their joint HQ elements, will plan for future strike operations by establishing or clarifying a network-enabled battle command, a fundamental requirement for employing strike, enabling C2 across multiple levels of command, and conducting network-centric operations.  The central idea this concept proposes is that if the JF fully exploits both shared knowledge and technical connectivity, then the resulting capabilities will dramatically increase mission effectiveness and efficiency.
  Additionally, commanders will establish joint fires network linkages and multi-echelon collaborative tool linkages from strategic to theater levels.  Planning will also include initiatives designed to achieve maximum interface, integration, and synergy with joint and multiple U.S. agencies, and multi-national partners.



(2)  Initial Strike Planning.  Joint and future Modular Force commanders will derive their intent from strategic aims and a common vision of the desired end state objectives.  They will then develop an approach that will serve as the framework for campaign design, creating unity of purpose and coherency of action; all supported by aggressive information initiatives with robust assessment capabilities.  The commander’s intent will include guidance for planning strike employment by lethal and nonlethal means that is incorporated into initial objectives for joint and multi-national forces.  The end result will be a fully integrated and coordinated campaign plan that incorporates interagency and coalition contributions based on a pre-existing COP, enabled by a ubiquitous, always on network from strategic to tactical levels that produces an updated Army prioritized target list incorporated into a joint integrated prioritized target list.


c.  Seize the Initiative.  The JFC seeks to seize the initiative in combat and non-combat situations through the application of appropriate JF capabilities.


(1)  Operational Maneuver from Strategic Distances.  Commanders may execute operational maneuver from strategic distances during both deter and seize initiative phases of a joint campaign.  Future Modular Force strike contributions to these operations initially consist of long-range precision surface-to-surface fires and aviation fire support capabilities to complement joint counter precision and counter anti-access capabilities.  Other strike missions may include providing protective fires for U.S. ground forces deployed into key objective areas.  Strike may also be enhanced by early insertion of special operations forces (SOF) who can provide intelligence and targeting guidance.  Commanders must consider early deployment of strike assets sufficient to provide essential support and protection for deploying and supporting forces.



(2)  Entry and Operational Shaping of the AO.  The future Modular Force, as a component of joint and coalition forces, will conduct entry and shaping operations to impede achievement of initial enemy objectives and establish conditions that permit rapid transition to decisive operations.  The JFC will establish the conditions necessary to support the strategic end state for entry and shaping operations, as well as follow-on military operations.  Conditions may include guidance that stipulates particular conditions related to strike operations, such as establishing ROE that impose limitations on collateral damage.  The JFC’s intent will summarize the mission objectives to elements of the JF, so all will know what must be accomplished in the fight and why.  The JFC will also establish conditions relating to joint fires that support end state objectives and promote interdependence of joint fires capabilities.  Typical initiatives included in entry and shaping operations are addressed below.  



(a)  Repositioning of Space Capabilities.  The JFC may request that appropriate commands or agencies reposition selected space-based information systems and knowledge constellations to better support future operations, or launch additional micro-satellites or other space capabilities to provide additional support.



(b)  Early SOF Augmentation.  The JFC will frequently begin early augmentation of SOF capabilities to support knowledge capabilities and other planned activities within the JOA.



(c)  Interagency Integration.  Commanders at all relevant levels will begin final planning and coordination with interagency representatives in order to integrate their capabilities and activities with follow-on military operations.




(d)  COP Population.  Appropriate commands and agencies update the COP to include current knowledge of critical anti-access capabilities such as integrated air defense systems, sustainment, precision engagement systems, and UAS, EW, and C2 systems.



(e)  Global Strike Initiation.  Future JFCs may have access to global strike capabilities to include hypersonic platforms capable of delivering a “strike virtually anywhere on the face of the Earth within 60 minutes.”
  Global network enabled capabilities will permit global strike aircraft while en route to access near real-time information from numerous data sensors, including geospatial assets at the tactical level that can detect any target relocation, as well as identify and locate surface-to-air missiles, that may have been re-positioned near the target.  Additionally, commanders will have access to other offensive capabilities to initiate immediate, unrelenting air, sea and continental U.S. based global strike operations.  In addition to the strategic strike delivery capabilities will be multiple air, surface, and subsurface platforms to provide precision and sustained strike from operational and tactical levels in support of operations across the ROMO.



(f)  Repositioning of Support Infrastructure.  The JFC may elect to establish new support infrastructure in conjunction with repositioning available knowledge and log infrastructure within the theater for better support of follow on operations.  This infrastructure may include but not be limited to JC2, Global Strike Task Force elements, forward operating bases, and maritime forces.



(g)  Knowledge related Initiatives.  The JFC will initiate activities that ensure continued enhancement of the COP, refine plans, tailor forces, and support initial forcible entry operations including covert, clandestine, and overt activities.




(h)  Information Superiority Initiatives.  The JFC will begin aggressively fighting for information superiority, including taking initiatives to expand or reposition offensive and defensive information capabilities, committing and exploiting robust knowledge capabilities, such as human intelligence assets, accelerating OPSEC and MILDEC activities, and targeting enemy information capabilities.



(3)  JFC Planning and Execution Elements.  JFC objectives, guidance, intent, and initiatives to establish conditions for decisive operations will become the most important elements in planning and executing strike operations.  They will encapsulate all national and strategic level guidance in a set of outcomes relevant to the present warfighting situation, and will set the course for all that follows.  The conditions the JFC establishes are equally important, as they will make available joint or national systems, assets, and capabilities that future Modular Force commanders must incorporate to maximize execution of strike operations.


(4)  Joint Architecture Linkages.  A robust joint architecture that effectively links sensors, communications, and fires capabilities, as well as, C2 and assessment systems to an established joint network fires grid will support entry efforts and contribute to overcoming the growing future threat environment.  It will empower all commanders by streamlining the future fires process and providing automated decision tools to enable dynamic and flexible C2 capabilities.  This architecture will not be a substitute for the critical decisionmaking that must be incorporated into employment of fires in support of the JFC’s campaign plan, but such network interface will be essential to establishing SA across the total force and facilitating streamlined target identification, mission planning, fires engagement, and combat assessment.



(5)  JFC Integration Operations.  The JFC will integrate Army shaping and entry operations into joint forcible entry and shaping activities.  Army operations that support this joint phase include-

· Overcoming enemy anti-access capabilities.

· Blocking enemy avenues of approach.

· Destroying capabilities (knowledge, logistics facilities) essential to enemy offensive operations.

· Establishing and protecting knowledge and logistics infrastructure essential to gaining and maintaining assured access.

· Seizing key terrain and facilities required to support force flow and conduct of decisive operations.

· Gaining information superiority in support of end state objectives.



(6)  Future Modular Force Contributions.  Collectively, the future Modular Force will contribute to assured access, to include entry operations at points that present a threat to enemy formations and capabilities.  Future Modular Force commanders, by placing critical reliance on joint fires and exploiting the synchronized nature of the integrated battlefield, will be able to commit distributed elements of their force (with or without organic strike) to close with the adversary.  The close relationships between the JF and the future Modular Force will generate synergy and allow both joint and future Modular Force commanders increased opportunities to create surprise, capitalize on momentum, seize, and retain the initiative.



(7)  Control of the Operational Tempo (OPTEMPO).  Once the requisite level of assured access is achieved the enemy will be confronted with multiple, unrelenting, simultaneous, and distributed operations at critical points.  The U.S. will control the OPTEMPO and continue to dismantle enemy residual anti-access systems, establish robust AMDs and security forces, achieve multidimensional operational environment dominance, and identify and eliminate enemy asymmetric advantages while securing and strengthening its own.


d.  Dominate.  This phase focuses on breaking the enemy’s will for organized resistance or in non-combat situations, control of the operational environment.  Success in this phase depends upon overmatching JF capability at the critical time and place.


(1)  Intratheater OM.  The future Modular Force, supported by joint lift, joint fires, and organic strike assets will execute operational movement and maneuver to extend the reach of the JFC, providing the JF significant additional capabilities to respond to opportunity or uncertainty, isolate portions of the battlefield, exploit success, and accomplish key campaign objectives.  Multi-modal operational movement and maneuver will dramatically change the geometry of the JOA to U.S. advantage and increase the complexity for the enemy.  



(a)  Dislocating Implications.  Intratheater operational maneuver by ground, air, and sea (fig 4-3) extends the reach of the JFC, enables the force to exploit opportunity, and generates dislocating and disintegrating effects through the direct engagement of decisive points and center(s) of gravity (COG).  The future Modular Force conducts simultaneous, distributed operations within a non-contiguous JOA and threatens the entirety of enemy dispositions, thus hastening the achievement of operational objectives.  
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Figure 4-3.  Operational Maneuver



(b)  Disintegrating Implications.  Continuous operations and controlled (high) OPTEMPO overwhelm the enemy’s ability to respond effectively and support physical destruction and psychological exhaustion.  The JFC maximizes his effectiveness and minimizes his vulnerabilities by balancing joint fires interdependencies and employing a combination of organic and joint fires that provide essential fire support throughout the duration of the operation.


(2)  Vertical maneuver is a form of Intratheater OM



(a)  Vertical maneuver operations, in independent actions or as complementary maneuver in support of committed ground forces, will enable the future Modular Force to destroy key enemy capabilities or forces, extend tactical reach, achieve surprise and positional advantage, preemptively seize key terrain, overcome or avoid difficult terrain, accelerate the advance of the overall force, and isolate or block enemy forces.



(b)  Vertical maneuver of mounted forces will put large areas at risk for the adversary and contribute to a more rapid disintegration of the enemy force.  Vertical maneuver of dismounted forces will require organic and joint fires to support and protect while other ground elements maneuver rapidly to exploit the positional advantage achieved.  Future Modular Force units will deploy surprise, deception, detailed reconnaissance, suppression of enemy air and local ground defenses, and dispersed entry to mitigate risk.  Vertical maneuver will often lead to more rapid tactical decision, shortening durations of battle and enabling higher OPTEMPO.


(3)  Decisive Maneuver



(a)  Entry and shaping operations will continue until the JFC ensures there are sufficient resources and capabilities to initiate and sustain decisive operations without resorting to an operational pause.  Decisive operations will be characterized by simultaneous, distributed operations; direct attack of enemy decisive points and COGs, and continuous operations with controlled OPTEMPO.  Once decisive operations begin, the JFC will employ theater and strategic lift to posture and maneuver JFs and capabilities to achieve end state objectives.  The JFC may elect to posture maritime forces to fix key enemy formations in order to remove them from the operational fight; maneuver land forces to dislocate enemy forces by bypassing defenses in depth or threaten enemy flanks or rear areas; or destroy key enemy objectives and capabilities such as forces, long-range precision strike capabilities, as well as aviation, knowledge, and sustainment capabilities.



(b)  The JFC and subordinate commanders, to include future Modular Force commanders, will be able to expand and exploit multiple maneuver opportunities by continuing to place a heavy reliance on joint fires, ensuring these fires are fully synchronized with maneuver in simultaneous and distributed engagements, while also protecting their on-going support and sustainment operations.  Future Modular Force commanders will be able to dramatically increase their capabilities to present multiple dilemmas and create disintegrative effects throughout enemy dispositions, leading more rapidly to decision through full use of organic strike capabilities and available joint and multi-national fires.



(4)  Simultaneous, Distributed Operations.  Designed for decentralized, non-contiguous operations, the future Modular Force will be particularly adept at supporting decisive operations across the JOA.  It will have superior situational understanding SU based on its organic knowledge embedded at all levels and its capability to capitalize on joint knowledge networks.  The future Modular Force will employ advanced air-ground combined arms formations with high mobility, long-range strike capabilities (leveraged by joint fires), multi-capable knowledge, flexible multi-modal sustainment, and advanced information systems that will enable the future Modular Force to mass fires without massing forces.  Simultaneous engagement by air-ground maneuver elements employing future advanced lift, reconnaissance, and attack aviation assets, supported by joint fires and suppression of enemy air defenses, will allow maneuver forces to transit the JOE in any terrain.


(5)  Direct Attack of Enemy Decisive Points and COGs.  The future Modular Force will employ strike capabilities, supported by joint fires and operational maneuver, to directly attack enemy decisive points.  One of the essential elements of direct attack is the theater SU that enables joint and future Modular Force commanders to accurately identify and link decisive points and COGs operationally with concrete military objectives.  Another essential element is the interdependence of joint fires and future Modular Force strike capabilities that collectively enable the future Modular Force to significantly expand the operational reach of the JF.  Direct attack options such as aviation interdiction attack (see fig 4-4) provide a means of accomplishing this. 


Figure 4-4.  Aviation Interdiction Attack



(6)  Continuous Operations and Controlled OPTEMPO.  Continuous operations create and control an OPTEMPO that will overwhelm the enemy’s capability to respond effectively.  Future Modular Force commanders must make significant adjustments in sustainment concepts and capabilities to support continuous operations, including accelerated throughput, as well as increased battlefield distribution and mission staging requirements.  Sharp reductions in sustainment demands and significant improvements in reliability will somewhat offset this challenge, however, commanders must plan for the continuous availability and intermittent use of strike capabilities to protect more widely distributed sustainment operations.



(7)  TM.  Decisive maneuver is ultimately based on tactical success in close combat; the capability of ground forces to seize and control key terrain and close with and destroy enemy forces.  Future commanders will rely heavily on strike capabilities to control, defeat or destroy enemy forces in order to achieve decisive outcomes in battles and engagements.  These tactical operations are a critical component of major combat operations, but may also occur in smaller scale contingency and subsequent and concurrent stability operations throughout the JOA.  The future Modular Force, as a vital component of the JF, must retain the inherent capability to identify, engage, and defeat enemy forces in protected sanctuaries throughout the JOA.  Strike provides support of tactical maneuver, to include joint fires (interdependence) employment to tactical levels, and increased precision engagement and nonlethal requirements (see fig 4-5).
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Figure 4-5.  Strike Support of Tactical Maneuver

e.  Stabilize.  This phase is required when there is limited or no functioning, legitimate civil governing entity present.  The JF may be required to perform limited local governance, integrating the efforts of other supporting or contributing multi-national and nongovernmental participants until legitimate local entities are functioning.


(1)  General operations may continue after campaign objectives have been met, even though the enemy may have greatly diminished capabilities to execute combat operations.  Commanders must expect to be routinely conducting simultaneous stability and combat operations as the complexion of the operational environment changes.  Joint and coalition force objectives will include denying the enemy sanctuary and other resources, diminishing popular support for his continued resistance, and securing the ground from which he has been ejected.  Other operations, such as those focused on reconstruction of infrastructure damaged or destroyed during the conflict, may also continue.


(2)  Concurrent and Subsequent Stability Operations



(a)  The future Modular Force will be called on to conduct concurrent and subsequent stability operations that will present a broad range of risk, intensity, tempo, and complexity which varies over time and by region.  Future Modular Force units must have embedded leadership and capabilities at all levels in order to integrate and synchronize the actions of joint, multi-national, nongovernmental organizations, as well as private voluntary organizations within their unit areas of operation.  Additionally, they must be able to secure or destroy remnant forces and or hostile factions, secure border regions, protect civilian and friendly military elements, and support demilitarization and reconstruction initiatives.  Mission tailoring and modular force structures must permit the rapid combination of capabilities to meet this expanded mission set, without loss of cohesion or effectiveness.  The key to meeting this challenge is the ability to maintain continuous pressure against hostile elements to deny them freedom of movement and action.




(b)  The future Modular Force must retain adequate strike capabilities to address the missions listed above since operations will likely be conducted in an operational area characterized by widely separate units and limited host nation capabilities.  Additionally, the ROE established during subsequent and concurrent stability operations will undoubtedly place greater constraints on strike operations.  Commanders must place additional emphasis on PA and CMO led activities that support host nation reconstruction efforts, as well as other subsequent and concurrent stability operations which support end state objectives.



(3)  Distributed Support and Sustainment



(a) Maneuver Support.  Integrated maneuver support helps shape the operational environment to protect and expand the future Modular Force’s freedom of action.  It is relevant from strategic to tactical levels across the ROMO and combines a variety of functional capabilities, including military police, engineers, aviation, and chemical, biological, radiological, and nuclear operations.  While these forces are generally responsible for and capable of providing their own protection, commanders must posture future Modular Force strike assets so they can allocate fires for the additional protection of maneuver support elements.




(b)  Maneuver Sustainment.  Future Modular Force operations must blend strategic and operational assets in order to provide continuous sustainment throughout the JOA.  The Army’s sustainment responsibilities expand across a global framework and extend from strategic to tactical levels throughout the distributed, noncontiguous operational environment.  The Army must also support other Services sustainment requirements, when required.  Future Modular Force commanders must plan for possible allocation of strike assets in support of the Army’s critical sustainment responsibilities for the JF.


f.  Enable Civil Authority.  This phase is predominantly characterized by JF support to legitimate civil governance.  Information initiatives continue to be of vital importance during this phase with the intent of building confidence and credibility of local government entities.  


(1)  Transfer to Civil Authority.  The goal of this phase is for the JF to enable the viability of the civil authority and its provision of essential services to the largest number of people in the region.  The JF will be in the support role to legitimate civil authority throughout the duration of this phase.


(2)  Redeploy.  Redeployment operations, particularly for combat units, often begin during this phase.  The JFC achieves end state objectives during this phase, signaling the end of the joint operation.
4-6.  Employment of Strike in Special Environments


a.  Irregular Warfare.  Campaign priorities in irregular warfare will normally refocus on achievement of diplomatic, informational, and economic objectives, with military operations used in a supporting role.  New centers of gravity may include, establishing public support and confidence for the newly established government, supporting economic viability of the state, and overcoming continued adversary military information efforts to influence public opinion and destabilize the emerging government.

b.  Strike capabilities will remain as vital tools in the commander’s arsenal, although they will frequently be applied in a limited and supporting role in support of other than strictly military objectives.  For example, within the larger context of achieving diplomatic, informational, and economic objectives, commanders may also have to achieve specific operational or tactical objectives during which use of strike operations may be appropriate.  These objectives include-
· Establishing control of borders.
· Isolating pockets of enemy insurgents from outside support.
· Pacifying particular regions or areas, perhaps sequenced over time.
· Denying the enemy means to communicate internally or with the population.
· Destroying enemy leadership and capabilities to conduct operations.


(1)  Greater Precision Requirements.  Future Modular Force commanders must expect the execution of successful strike operations in irregular warfare to be particularly daunting.  They will require even higher levels of SU to ensure U.S. forces do not inadvertently violate local social, cultural, or religious customs.  Commanders must also have the means to achieve desired lethal and nonlethal effects with great precision in order to avoid excessive collateral damage that the adversary will use to adversely influence the population.


(2)  Additionally, commanders must be able to apply continuous pressure on the adversary, ensuring he is not allowed to retain freedom of action or conduct large-scale operations.  Commanders’ dependence upon knowledge systems and technologies will increase to ensure they can accurately discriminate between combatants and non-combatants and correctly identify legitimate targets.  All of these actions must be accomplished in a widely distributed operational environment within a non-linear framework where the ROE will be quite restrictive and constantly evolving.  Finally, effective integration with multi-national forces will remain a highly desirable goal.


(3)  Strike in Support of a Defensive Posture.  Future Modular Force commanders will also employ strike capabilities while in a defensive posture or in support of operations that create U.S. force vulnerabilities.  For example, logistical conveys will require fire support capabilities to protect their movements.  Entry, transition, or choke points for the movement of U.S. forces will also require the protection of fire support capabilities for limited or extended periods of time, as will critical facilities that provide support for future Modular Force operations.

c.  Urban Operations.  Operating in the exceedingly complex, confining, and lethal urban environment will present some of the most difficult challenges for commanders.  Strike capabilities will remain as a potent and essential component of urban operations, but will be subject to increased constraints imposed by terrain and law, and must be employed judiciously.


(1)  Importance of Technology.  Technology, especially advances in nonlethal capabilities will become increasingly important in urban operations.  Commanders will have access to technologies such as advanced sensors that enable Soldiers to see through hardened structures to find weapons and enemy personnel; seeing into the ground to identify mines and other IED before they detonate in range of friendly forces; immediate acquisition of jamming capabilities to explode or jam signals to IEDs; fire support capabilities that dramatically exceed today’s levels of precision; DE capabilities; and “active denial” systems.



(2)  Information Initiatives and Objectives



(a)  The knowledge war, often described as the battle for the hearts and minds of the people, may be the most important component of operations in the urban environment.  Commanders must thus target enemy IO capabilities and initiatives as intensely as they do fires, developing aggressive and thorough IO and capabilities plans to enable them to see, understand, and exploit the situation more quickly and effectively than their adversaries.  These plans must also counter equally aggressive enemy efforts to win the knowledge war.  Prior to and in conjunction with every military operation, commanders must develop a plan that counters anticipated enemy information campaigning, and builds support through carefully planned IE initiatives, such as senior leader engagements, military and public diplomacy initiatives, CMO activities, PA announcements, and many other kinds of quality of life initiatives which will build a strong base of support for planned and ongoing operations.



(b)  Future Modular Force commanders will have access to more sophisticated information capabilities they can use to influence enemy urban populations and shape the information domain.  These capabilities will enable them to gain, maintain, and exploit information initiatives via friendly force media and perhaps local population media outlets with the intent of mobilizing this critical component of military operations in support of achieving end state objectives.  


(3)  Networked Strike Employment Considerations



(a)  The urban environment is rapidly becoming the environment of choice for enemies who do not have the means to directly engage larger elements of U.S. forces in major combat operations.  Many enemy forces will prefer to hide in the dense, complex urban environment where they can blend in with civilian populations and attack U.S. forces or civilian targets with simple yet effective means such as IEDs, car bombs, and rocket propelled grenade launchers.  Employment of networked strike will remain a vital capability for engaging enemy forces in the urban environment, but the challenges that must be overcome in order to achieve the responsiveness, precision, and effects desired will be both consolidated and amplified by the environment.



(b)  First, the complex, constrained, and very dynamic environment complicates the collaborative and dynamic planning and network fusion that must take place across multiple command levels in order to achieve routine application of available joint and multi-national fires.  Second, collateral damage considerations will demand that commanders achieve greater precision, possess expanded nonlethal capabilities and be able to achieve routine integration of strike by lethal or nonlethal means.  And third, prosecution of elusive and fleeting surface targets also demand that commanders have advanced knowledge capabilities which can assure the near real-time SA required and immediate delivery capabilities of precision or sustained fires that will virtually eliminate response gaps between sensors and shooters.  The discussion below addresses technologies the U.S. must employ to counter these challenges.



(c)  Employment Implications of Advanced Space Capabilities.  Advanced technologies will greatly expand the range of space capabilities for both national security and commercial uses.  For example, micro-satellite development, made possible by nanotechnology advances, will eventually lower launch costs and increase the number of satellites available to commanders.  Robotic satellite servicing will provide refueling and electronic transfer capabilities to will enable frequent maneuvering to improve coverage, change defensive capabilities to counter enemy denial and deception initiatives, improve satellite survivability and counter space capabilities, and extend satellite lifetime.  Electronic upgrades on-orbit will provide regular performance improvements and dramatically improve the time required to deploy new technology on-orbit.  These technologies will result in space capabilities tailored to the operational commander that will enable vast refinements in C2, knowledge, and information sharing, SA down to the individual Soldier level, and multiple strike employment options.



(d)  UAS Employment Implications of Knowledge Technologies.  Future commanders enhance SA down to the Soldier level by complementing organic assets with separate UA platforms and networked UAS that provide additional reconnaissance, surveillance and target acquisition, BDA capabilities, and tracking and tagging capabilities of air and ground targets.  Selected UAS and other platforms will also have lethal and nonlethal capabilities, addressed in the following paragraph.  The JFC reinforces future Modular Force individual UA platforms and networked UAS with joint UA and UAS capabilities.  Commanders may program these assets to follow seemingly random patterns over designated areas while using their avoidance capabilities to prevent them from running into each other or other friendly air platforms, or to clear selected corridors for other aerial traffic.  Commanders may also program them to fly into designated service areas where they can be recovered, refueled, rearmed; reprogrammed, and then re-launched for follow-on missions.  Commanders may deploy these assets over urban areas on a continuous basis and mass them for surge requirements when needed.  The myriad of capabilities provided by these disparate systems are discussed below.




(1)  Tracking air and Ground Targets.  Stratospheric unmanned platforms can track air and ground targets (to include cruise missiles and dismounted enemy).  Low-altitude UAS that can provide additional surveillance and tracking capabilities, in some instances “tagging” vehicles with locator devices that enable easier tracking or serve as targeting locators when vehicle occupants are determined to be hostile.




(2)  Locating Underground Facilities.  Low-altitude sensors can provide intelligence, targeting information, and BDA on hidden or underground facilities, tunnels, and power grid infrastructure.




(3)  Seeing Inside of Buildings.  Sensors can determine building layouts, finding anomalous quantities of materials, and locating people.




(4)  Hostile Fire Indicators.  Networked systems for ground and air (rotorcraft) that provide Soldiers and pilots SA of hostile small arms fire and pass on the information to other systems or platforms that can provide counterfire.



(c)  UAS employment implications of advanced munitions.  Selected UAS will also have lethal and or nonlethal capabilities, facilitated by advanced nanotechnologies that enable U.S. forces to install lethal and nonlethal capabilities on small and relatively low-cost UAS platforms.  These capabilities, combined with SA, targeting capabilities, and preauthorized clearance for selected levels of effects to the individual Soldier level, will provide the Soldier continuous access to networked systems and platforms that essentially become extensions of individual or crew-served weapons and provide the Soldier vastly expanded lethal or nonlethal means for immediate employment against enemy combatants.  Calls for lethal or nonlethal fires exceeding established limits for individual Soldier or tactical elements are immediately and automatically routed to higher Army and joint elements for approval.  The discussion below provides three examples of the precision and responsiveness of lethal and nonlethal fires that will be available to the future Modular Force operating in urban areas.  They include the following-




(1)  Lethal.  A patrol, walking through an urban area, observes a vehicle containing four individuals repeatedly circling an area where friendly local town leaders are gathering to conduct a town meeting.  One of the Soldiers, upon verifying the vehicle contains four armed enemy combatants, lazes the vehicle and calls for lethal fires to engage the target.  Within 30 seconds, a 1-pound precision-guided munitions launches from the underside of a circling UAS, punches through the roof of the vehicle and explodes with the effect of a 5-pound conventional explosive, killing the enemy combatants and destroying the vehicle.




(2)  Nonlethal.  An interagency element is helping a group of local citizens repair several public buildings damaged by enemy assaults when they are threatened by gathering crowds of enemy sympathizers.  The company commander responsible for conduct of operations in that area, upon receiving a call for assistance from an interagency representative, calls for nonlethal fires to protect the interagency personnel and the local supporters repairing the public facilities.  Within five minutes, a joint air platform circling over the urban area, delivers slippery foam in the streets surrounding the worksite to isolate the area from potentially hostile crowds until the company commander can provide sufficient forces to secure the area and protect the local personnel working at the project.




(3)  Lethal and Nonlethal.  Soldiers have been attacked by a small group of enemy combatants at a busy market in an urban area.  They have killed or driven off the attacking combatants, but there are several local sympathizers who are attempting to instigate mob action against the friendly forces.  The squad leader calls for nonlethal fires to break up the potentially hostile mob.  Within 60 seconds, several UAS release dozens of bomblets that explode over the gathering mob and employ a noxious gas which disperses the crowd.

Chapter 5
Capabilities for the Future Modular Force
5-1.  Introduction

a.  This chapter lists the primary future capabilities required to employ strike across the ROMO and also identifies the broad DOTMLPF implications of strike employment.  These capabilities and DOTMLPF implications are framed around the key ideas of this concept.  They are intended to be sufficiently explicit to generate action for change within specific DOTLMPF parameters. 


b.  However, they are not an exhaustive listing and should be considered as suggested starting points for the additional detailed analysis necessary to develop a comprehensive series of actionable recommendations.
5-2.  Continuous Integration and Employment of Networked Strike from Strategic to Tactical Levels

a.  It is necessary to set the conditions for fully networked strike by considering the following-  



(1)  Provide collaborative, dynamic planning and employment across all levels of command.


(2)  Ensure continuous access to the COP.  



(3)  Establish seamless and transparent communications and computer interface.  



(4)  Ensure routine employment of available joint and multi-national fires.  



(5)  Ensure means to network sensors to achieve cooperative, responsive engagement of targets.


(6)  Establish network imbedded precision target location capability recognized by joint and interagency.


(7)  Ensure fully automated fusion of sensor data in order to recognize, classify, identify, and locate targets with precision.  



(8)  Classify, track, and maintain SA of all friendly, enemy, and neutrals, both personnel and battlespace objects, and effect 100% CID.  



(9)  Provide pervasive SA of all operational environment objects. 



(10)  Establish real time integration of surface, subsurface, air, and near space-based fires with air, surface, subsurface, and near space operational environment objects.


b.  Potential Solution Sets


(1)  Knowledge.  Gaining knowledge of the adversary will require sharing, and continually updating a comprehensive COP throughout the multi-national force, and then routinely collaborating with relevant participants through continuously updated collaborative tools.  Key components of knowledge will include gaining a comprehensive understanding of friendly force mission/capabilities, an integrated understanding of theater environment, a continual assessment of adversary via persistent knowledge and access to data and information, and a rapid and continuous fusion of data, information, and knowledge.  The end result of the knowledge gained will be a near real-time SU that future Modular Force commanders may leverage, in conjunction with the COP to maximize desired strike effects.  



(2)  Network-enabled Battle Command.  Executing network-enabled battle command, focused at all levels of command on accomplishing missions in support of the commander’s intent, will be essential to the conduct of successful strike operations.  Thus, an adaptive, responsive C2 organizational and operational management structure across echelons of command will be paramount to employing strike capabilities and achieving optimal management and execution of fires.  There are numerous critical components required to make execution-centric battle command a reality, including: a single Army battle command system; a fully developed family of interoperable joint and Service operating pictures that collectively form the COP; development of multi-echelon collaborative tools; and fusion of sensors both horizontally and vertically that can leverage the proliferate use and integration of UAS.  Other essential components include development of fully integrated joint fire control networks and integrated communications networks that will enable battle command on the move.  Commanders at all relevant levels must have assured interoperability with interagency and multi-national components and must be able to fully exploit approaches that sharpen their focus on end state objectives.



(3)  Systems’ Connectivity and Interoperability.  The strategic, operational, and tactical levels of strike application will be considerably blurred as a result of fully integrated, interdependent joint fires control networks that close today’s operational deficiencies between Service and JF strike capabilities.  Joint terminal controllers and other designated future Modular Force liaison assets, trained well beyond current training standards, will be embedded at all applicable U.S. force levels.  They will be enabled by seamless communications and computer network interfaces, flexible strike coordinating measures, and established JTTP that will produce the synergy required to develop and operate an interdependent joint fires control system of systems.  And while differences in parallel technology development may preclude seamless interface with coalition precision engagement capabilities, U.S. forces will have achieved a high degree in interoperability (near integration) that is not achievable today.  Collectively, these measures, capabilities, and technologies will provide joint and future Modular Force commanders the unprecedented capability to consistently prioritize, identify, analyze, and apply strike capabilities with optimal efficiency and to assess the effects produced.  



(4)  Integrated Strike Systems.  The future Modular Force strike network will focus on seamless and transparent collaboration, integration, planning, and execution of strike and will only identify clearance of fires issues that cannot be reconciled by automated capabilities embedded in the integrated systems that resolve conflicting fires requirements.  The strike network will require an operational architecture that integrates other future Modular Force systems, networks, and sensors into a common operational fires network or grid that will be able to produce a sensor to shooter capability that enables more efficient and interdependent fires.  Future Modular Force fires planning and targeting will provide for a common language, collection network, strike capabilities, target list, and COP.  Strike integrated systems will also incorporate supporting and related capabilities for information capabilities and operations.  Collectively, strike network capabilities will increase SA and support the future Modular Force commander’s goal to see first, understand first, act first, and finish decisively.


c.  Future Capabilities


(1)  Doctrine.  Key doctrinal implications include a future Modular Force that requires the capability to do the following-



(a)  Understand how to employ more advanced hybrid force
 strike assets across all relevant echelons.



(b)  Integrate accommodations resulting from the fusion and synergies of space, knowledge, C2, fires, and other new technologies impacting all aspects of strike employment.



(c)  Integrate accommodations of operating in an advanced information domain. 




(d)  Address implications resulting from routine integration of information capabilities and operations with fires. 




(e)  Integrate requirements to address new strike capabilities not found in the current force.



(f)  Address doctrinal considerations of operating in a future JOE with greater complexity and possibly greater irregular warfare components.



(g)  Incorporate the doctrinal implications addressing the blurring of operations from strategic to tactical levels and its impact on strike operations.



(h)  Fully consider the doctrinal implications as joint interdependence is achieved between future Modular Force and available joint and multi-national fires that result in the application of all source fires from theater to tactical levels. 




(i)  Address the doctrinal implications of conducting strike operations with more interagency participation and greater multi-national interface. 



(2)  Organization.  The future Modular Force will have to accommodate hybrid force elements and significant organizational changes that address force tailoring, force responsiveness and agility, ability to change missions without changing forces, deliberate and routine employment of joint fires, and adaptations to changes in the dynamic JIM environment.  Key examples include a future Modular Force that requires the capability to do the following-



(a)  Develop strike organizational requirements vice division based elements. 




(b)  Assess joint fires interdependency impacts on strike organizational structure.  




(c)  Determine strike force structural implications of the two level division and corps elements.  




(d)  Determine the strike structure implications of increased force pooling and tailoring.  




(e)  Assess and evaluate hybrid force influences on strike force structure.  



(3)  Training.  The implications of adopting a lifetime training paradigm that integrates institutional, unit, and individual training, as well as training requirements that address operations in a highly dynamic interagency and multi-national environment include a future Modular Force that requires the capability to do the following-



(a)  Implement lifetime strike training paradigms for individual, unit, and institutional training requirements. 




(b)  Develop strike training packages to accommodate force pooling and tailoring of units with very demanding response time requirements.



(c)  Embed strike training into Combat Training Center (CTC) curricula and Service and joint exercises and wargames.  



(4)  Materiel.  Future Modular Force strike capabilities will be dependent upon numerous technologies in multiple areas.  General materiel requirements include a future Modular Force that requires the capability to do the following-



(a)  Ensure continuous access to a network-enabled grid structure.



(b)  Ensure seamless computer and communications interfaces.  



(c)  Assure C2 reliability and redundancy across all levels of command.  



(d)  Gain and maintain SA and provide its routine access to strike operations.  



(e)  Maintain information superiority.  



(f)  Ensure strike, C2, and knowledge networks connectivity and interoperability.  



(g)  Routinely access space to and throughout all levels of command.  



(h)  Employ common missile systems and platforms.  



(i)  Install, sustain, and update streamlined software applications for strike, joint, and multi-national fires processes.  



(j)  Integrate and employ advanced precision capabilities by lethal and nonlethal means.  



(k)  Employ advanced generation remote missiles and munitions.  



(l)  Continuously access and incorporate pervasive system CID solutions.  



(m)  Employ advanced robotics enabling remote and autonomous delivery of fires.



(n)  Continuously access multiple technologies supporting all joint interdependencies.



(o)  Continuously access architectural grids enabling knowledge, C2, and strike requirements.  



(5)  Leadership and Education.  Implementing effective strike operations will require leaders at all levels who can perform and adapt in a dynamic JIM environment.  Specific requirements include a future Modular Force that requires the leadership capability to do the following-



(a)  Develop, implement, and update a lifetime education paradigm that meets all leader development needs.  




(b)  Proficiently and consistently master multiple technology requirements.



(c)  Understand strike employment implications in a complex JIM environment.



(6)  Personnel.  Significant personnel implications are, by necessity, incorporated into training and leader development requirements.  More specific personnel requirements include a future Modular Force which requires the capability to do the following-



(a)  Implement stabilization policies that reduce turbulence for personnel critical to building and maintaining the teams that are required to ensure the success of networked strike employment.  




(b)  Implement personnel management provisions that establish and maintain the career paths needed to provide fully prepared leaders for the future Modular Force.



(7)  Facilities.  The future Modular Force requires the capability for access to military structures at home station or in forward locations that accommodate future Modular Force strike operational training and education requirements.
5-3.  Seamless Integration of Lethal and Nonlethal Fires

a.  It is necessary to set the conditions for seamless integration of lethal and nonlethal fires by considering the following-
(1)  Achieve synergy of fires with information capabilities and operations.  

(2)  Expand nonlethal means and capabilities.  

(3)  Employ advanced antipersonnel, anti-materiel, and terrain denial capabilities.  

(4)  Understand the implications of actions and provide consequence management.  

(5)  Synthesize large quantities of disparate information that facilitate full integrated employment of lethal and nonlethal COAs.  

(6)  Understand the implications of the human dimension on the application of lethal and nonlethal effects.  

(7)  Employ the use of a standard effects generation tool consistent across JFs. 

(8)  Alter munitions effects from lethal to nonlethal and vice versa after firing/launch. 


b.  Potential Solution Sets


(1)  Information Superiority.  Reliable and redundant information capabilities at all levels of command will constitute another essential ingredient required to ensure maximum fires capabilities of future Modular Force fire support capabilities.  Information superiority will be critical to achieve the SU required to employ strike capabilities that best address adversary population social and cultural considerations.  Accomplishing this objective will require full integration of strike and information capabilities and operations at all levels of command.  


(2)  Expanded Nonlethal Means and Capabilities.  There are multiple areas of nonlethal capabilities that must be expanded.  In general, these areas include additional information capabilities and operations.  Specific materiel capabilities within these general categories are addressed in the appropriate DOTMLPF category below.

c.  Future Capabilities


(1)  Doctrine.  Key doctrinal implications include a future Modular Force that requires the capability to do the following-



(a)  Address the implications of operating in an advanced information domain. 



(b)  Articulate the synergies resulting from routine integration of information capabilities and operations with fires, in particular in urban environments and during stability operations.  




(c)  Address the operational implications of employing greatly expanded nonlethal capabilities.  



(d)  Address implications of expanding information capabilities and operations during peacetime shaping operations. 



(e)  Address the Army and joint implications of integrating information capabilities and operations with fires from strategic to tactical levels.  



(f)  Address the implications of greater interagency and multi-national participation with information capabilities and operations.  



(g)  Address the implications of developing a clear, consistent, accurate, and unambiguous message to the multiple audiences that are a part of the global information domain.  




(h)  Address the doctrinal implications of integrating disparate branches that are part of or related to IO.  



(2)  Organization.  The future Modular Force, including hybrid force elements, will have to accommodate requirements to integrate fires with information initiatives and objectives at all levels and adjust to significant organizational changes that will require force tailoring, force responsiveness and agility, ability to change missions without changing forces, and adaptations to changes in the dynamic JIM environment.  The future Modular Force requires the capability to do the following-



(a)  Field future Modular Force corps, divisions, and BCT that can determine organizational requirements of units to accommodate integration of fires with information capabilities and operations from strategic through tactical levels.  



(b)  Determine the organizational implications of greatly expanded nonlethal capabilities at all levels. 



(c)  Determine the strike structural implications of increased force pooling and tailoring.  




(d)  Determine the organizational implications of integrating fires, information capabilities and operations, and the expanded nonlethal capabilities on all elements of the hybrid force structure.


(3)  Training.  The implications of integrating specific training requirements that address operations in the future information domain into a lifetime training paradigm; integrate institutional, unit, and individual training and training requirements; and address operations in a highly dynamic interagency and multi-national environment include a future Modular Force that requires the capability to do the following-



(a)  Implement strike information capabilities and operations training requirements into lifetime training paradigms for individual, unit, and institutional training requirements.   




(b)  Develop strike training packages that accommodate force pooling and tailoring of units with very demanding response time requirements.   




(c)  Embed strike individual, unit, and joint training into CTC curricula and Service and joint exercises and wargames.  



(4)  Materiel.  Future Modular Force strike capabilities for integrating fires and information capabilities and operations at all levels will be dependent upon numerous technologies in multiple areas.  Materiel requirements include a future Modular Force that requires the capability to do the following-



(a)  Conduct IO core tasks under all required conditions.



(b)  Employ advanced precision capabilities by lethal and nonlethal means.



(c)  Ensure continuous access to a network-enabled grid structure.



(d)  Ensure seamless computer and communications interfaces.



(e)  Gain and maintain continuous SA and assure its routine access for strike operations.  



(f)  Ensure strike, C2, and knowledge networks connectivity and interoperability.  



(g)  Ensure routine access to space throughout all command levels.  



(h)  Install, sustain, and update streamlined software applications for strike, joint, and multi-national fires processes.  



(i)  Employ advanced generation remote missile and munitions capabilities.  



(j)  Employ advanced robotics enabling remote and autonomous delivery of fires.  



(k)  Continuously access multiple technologies supporting all joint interdependencies.  



(l)  Continuously access architectural grids enabling knowledge, C2, and fires networks.  




(m)  Maintain and employ the full suite of nonlethal assets, including electrical, acoustic, nonlethal radio frequency, millimeter wave, infrared, visible light, ultraviolet, nanoparticle, reactants, malodorants, foams, blunt impact, entanglements and riot control agents.  



(n)  Maintain and employ nonlethal anti-traction materials.  



(o)  Deliver point and loitering jammers and surveillance for both air and ground systems for targets.  




(p)  Develop systems and computer networks that have robust self-defenses, will slowly degrade under aggressive attack, and will not fail catastrophically.  



(q)  Conduct all aspects of CNO, to include CNA, CND, and CNE under all required conditions. 



(r)  Conduct all aspects of MILDEC operations under all required conditions.  




(s)  Conduct all aspects of EW, to include electronic attack, protection, and warfare support.  




(t)  Fight and win battles of friendly networks versus enemy networks to include the capabilities to incapacitate or defeat enemy networks prior to attack.



(5)  Leadership and Education.  Implementing fires with information capabilities and operations will require leaders at all levels who can perform and adapt in a dynamic JIM environment.  This includes a future Modular Force that requires the capability to do the following-



(a)  Develop, implement, and update a lifetime leader education paradigm that meets leader development needs.



(b)  Educate proficient leaders who can master multiple technology requirements and information capabilities and operations, as they relate to adversary and civilian populations. 



(c)  Understand strike employment implications in a complex JIM environment.


(6)  Personnel.  Significant personnel implications are, by necessity, incorporated into training and leader development requirements.  More specific requirements include a future Modular Force with the capability to do the following-




(a)  Implement stabilization policies that reduce turbulence for personnel critical to building and maintaining the teams which ensure seamless integration of lethal and nonlethal fires.



(b)  Implement personnel management provisions that establish and maintain the career paths needed to provide fully prepared leaders for the future Modular Force. 



(7)  Facilities.  The future Modular Force requires the capability for access to military structures at home station or in forward locations that accommodate future Modular Force strike operational, training, and education requirements.

5-4.  Attack All Target Types in All Environments and Terrains with Unprecedented Effectiveness

a.  It is necessary to set the conditions for attacking all target types in all environments and terrains with unprecedented effectiveness by considering the following-


(1)  Employ advanced munitions.   


(2)  Achieve near-real time SA.  


(3)  Integrate and employ systems that mitigate or eliminate consequences of target posture and the response gaps of sensors, shooters, and networks.  


(4)  Deliver near-immediate, precision and sustained fires.  



(5)  Accomplish optimum balance of lethality overmatch within collateral damage constraints.  



(6)  Provide point and area precision fires at every echelon.  



(7)  Employ sensors that can accurately locate and identify, in real time, concealed or disguised objects in all natural and man-made environments.  



(8)  Establish continuous access to sensor information from strategic to tactical levels. 


(9)  Employ real time, interactive munitions capable of scalable effects that can be adjusted based upon changing conditions.  



(10)  Apply the most advantageous mix of sensors and those personnel can bring about an effect to a specific target.  


b.  Potential Solution Sets


(1)  Gaining and Maintaining Situational Awareness.  When future Modular Force   commanders plan for the application of strike capabilities during the 2015-2024 timeframe, they will have vastly improved capabilities and advantages over those available to today’s forces.  They will have access to more advanced collaborative tools to enable routine collaborative campaign planning and training for their forces, the JF HQ, interagency, allied, and coalition partners.  Future Modular Force planners will have on demand access to knowledge assets and other sources to gain and maintain the exceedingly high levels of SA required to establish strike priorities that reflect future Modular Force commander guidance, information considerations, and JFC intent and campaign plan guidelines.  Collaborative tools will be constantly updated by a thorough joint intelligence preparation of the operational environment that is accessible throughout the operational force.  The resultant strike operations plan will include anticipatory analysis of effects that enables near-real time collection and pre-and post-engagement assessment.  



(2)  Technology Innovations.  In addition to the advanced and integrated network capabilities discussed throughout this concept, future Modular Force commanders will also have the benefit of strike capabilities enhanced by advanced Army platforms and innovative and state-of-the-art missile and other munitions technologies.  Specific capabilities are addressed in appropriate categories below.  

c.  Future Capabilities


(1)  Doctrine.  Key doctrinal implications include a future Modular Force that requires the capability to do the following-



(a)  Address the implications of possible enemy WMD employment.  



(b)  Articulate the implications of addressing enemy operational shielding.  



(c)  Address more advanced hybrid force strike capabilities across all relevant echelons.  



(d)  Address the accommodations resulting from the fusion and synergies of space, knowledge, C2, fires, and other new technologies impacting all aspects of strike employment.  



(e)  Address the accommodations of operating in an advanced information environment.  



(f)  Address the implications resulting from integration of information capabilities and operations with fires.



(g)  Address the implications of new strike capabilities not found in the current force.  



(h)  Operate in a future JOE with greater complexity and possibly greater irregular warfare components.  



(i)  Address the blurring of operations from strategic to tactical levels and its impact on strike operations.  



(j)  Develop and assess the doctrinal implications as joint interdependence is achieved between future Modular Force fires and available joint and multi-national fires that result in the application of all sources of fires from theater to tactical levels.  




(k)  Conduct strike operations with more interagency participation and greater multi-national interface.  



(2)  Organization.  The future Modular Force will have to address any organizational accommodations for the hybrid force to be able to meet the difficult challenges of prosecuting all target types in all environments and terrains with unprecedented effectiveness.  Additionally, they must incorporate requirements for significant organizational changes addressing force tailoring, force responsiveness and agility, ability to change missions without changing forces, deliberate and routine employment of joint fires, and adaptations to changes in the dynamic JIM environment.  Key examples include a future Modular Force that requires the capability to do the following-



(a)  Assess the strike structure implications of increased force pooling and tailoring as it may relate to attacking all target types in all environments and terrains with unprecedented effectiveness.



(b)  Assess and evaluate the hybrid force structure implications associated with requirements to attack all target types in all environments and terrains with unprecedented effectiveness.  


(3)  Training.  The implications of integrating specific training requirements that support attacking all target types in all environments and terrains with unprecedented effectiveness into a lifetime training paradigm are highly complex.  It requires integrated institutional, unit, and individual training requirements that address operations in highly dynamic interagency and multi-national environments.  This specifically includes a future Modular Force that requires the capability to do the following-



(a)  Implement lifetime strike training paradigms addressing the requirements associated with prosecuting all target types in all environments and terrains with unprecedented effectiveness.  



(b)  Develop training packages that accommodate force pooling and tailoring of units with very demanding response time requirements associated with requirements to attack all target types in all environments and terrains with unprecedented effectiveness.  



(c)  Embed training packages into individual, unit, and joint training requirements into CTC curricula and Service and joint exercises and wargames to support requirements to attack all target types in all environments and terrains with unprecedented effectiveness.  


(4)  Materiel.  Future Modular Force strike capabilities that support requirements to attack all target types in all environments and terrains with unprecedented effectiveness will be dependent upon numerous technologies in multiple areas.  Materiel requirements include a future Modular Force that requires the capability to do the following-



(a)  Employ advanced manned Army aviation aircraft capable of operating at extended ranges and exercising C2 of reconnaissance and attack UAS, joint fires, and other joint knowledge as required for the conduct of mobile strike operations.




(b)  Routinely employ and maintain all advanced generation missile and munitions, to include missile systems and special munitions that are adjustable in flight via multi-mode fusing options, warheads, and seekers/sensors for full spectrum capabilities.  




(c)  Install, sustain, and update streamlined software applications for strike, joint and multi-national fires processes.  



(d)  Streamline battlefield logistics requirements associated with strike employment and support.  



(e)  Employ advanced precision weapons that enable routine strike application for urban areas and danger close requirements and to incorporate advanced precision missile sub munitions that can attack multiple aim points to include fixed, relocateable, and moving targets.



(f)  Incorporate nanotechnologies and other innovations that will enable greater weapons loiter time, extended ranges, multi-tailored effects, and faster delivery options.  



(g)  Employ and sustain advanced generation remotely fired missile and munitions.  



(h)  Routinely integrate employment of advanced precision munitions by lethal and nonlethal means, sustain advanced generation nonlethal means and delivery platforms including munitions that generate wide area, suppressive effects against hidden and un-locatable targets and dispersed targets within cities and to employ and maintain nonlethal acoustics, foams, optics, sleep or nausea inducing agents, millimeter wave, and radio frequency propagation capabilities.




(i)  Integrate and maintain a single system CID solution that meets all air-to-ground, ground-to-ground, and Soldier to Soldier CID requirements.  



(j)  Use and maintain optics, radar, and other systems that “see through” adversary obscurants, cover, concealment, and deception to enable precision targeting and employment.  




(k)  Fully integrate ground, air, and Space Blue Force SA/Tracking devices to provide comprehensive, timely Blue Force SA.  



(l)  Launch, recover, and sustain advanced robotics that enable remote and autonomous employment of strike.  




(m)  Employ and maintain DEW capabilities within ground, air, and space-based systems that will have broad application across the ROMO for both offensive and defensive purposes.  




(n)  Employ and maintain advanced munitions that are effective against hardened (underground) targets.  




(o)  Employ and maintain improved capabilities for EW, CNA, localized EMP, and physical attack to degrade and destroy enemy information, communications, and C2 capabilities. 




(p)  Ensure continuous access to a network-enabled grid structure.  



(q)  Ensure seamless computer and communications interfaces.  



(r)  Assure reliable and redundant C2 across all echelons of command.  



(s)  Gain and maintain continuous SA and provide its routine access to strike operations.  



(t)  Maintain information superiority.  



(u)  Ensure strike, C2, and knowledge networks connectivity and interoperability.



(v)  Employ common missile systems and platforms.  



(w)  Continuously access multiple technologies supporting all joint interdependencies.



(x)  Access architectural grids enabling knowledge, C2 and strike requirements.  



(5)  Leadership and Education.  Implementing effective strike operations will require leaders at all levels who can perform and adapt in a dynamic JIM environment.  Specific requirements include a future Modular Force that requires the capability to do the following-



(a)  Develop, implement, and update lifetime leader education paradigm that meets all leader development needs.  



(b)  Educate proficient leaders who can master multiple technology requirements.  



(c)  Understand strike employments and effects in a highly complex JIM environment.  


(6)  Personnel.  Significant personnel implications are, by necessity, incorporated into training and leader development requirements.  More specific implications include a future Modular Force that requires the capability to do the following-




(a)  Implement stabilization policies that reduce turbulence for critical personnel needed to build and maintain the teams that are critical to mission success.



(b)  Implement personnel management provisions that establish and maintain the career paths needed to provide fully prepared leaders for the future Modular Force.



(7)  Facilities.  The future Modular Force requires the capability for access to military structures at home station or in forward locations that accommodate future Modular Force strike operational, training, and education requirements.

5-5.  Maintain Routine Access to Space Capabilities


a.  It is necessary to set the conditions for maintaining routine access to space capabilities by considering the following-


(1)  Incorporate space-related interagency capabilities.


(2)  Introduce operational responsive space as the new model for space access.


(3)  Provide space capabilities to and throughout all levels of command.

b.  Potential Solution Sets


(1)  Many of the future capabilities advances pertaining to operational control, integration, responsiveness, costs, risk and information sharing among U.S. future Modular Forces and coalition partners will be dependent upon microsatellites in sufficient numbers for dedicated use by commanders at all levels.  Advances in micro and nanotechnologies should eventually make this possible by lowering production and launch costs.  Additionally, as technologies advance, the capabilities of these small satellites will gradually surpass the resolution, power, and persistence of today’s larger models.  These satellites, supported by ORS systems and supporting organizations, will make ORS a reality for future commanders.  


(2)  Other required future capabilities are related to specific systems, networking, and other technologies that will be either components of satellites or enable them to perform their prescribed functions.  These capabilities include:  advanced technologies supporting National Classified Satellite Systems (National Technical Means); next generation wideband satellite systems; transformational satellite system; joint C2 and network enabling C2 technologies; high altitude long-loiter systems; mobile user objective systems; advanced EW systems; and space control effects organizations and systems.  All of these capabilities will be vital for the execution of successful future strike operations.  


c.  Future Capabilities


(1)  Doctrine.  Key doctrinal implications include a future Modular Force that requires the capability to do the following-



(a)  Ensure that every Soldier gains access to ORS.  



(b)  Address the strike considerations associated with the mix of broader and more advanced hybrid forces across all relevant echelons.  



(c)  Address accommodations resulting from the fusion and synergies of space, knowledge, C2, fires, and other new technologies impacting all aspects of strike.  



(d)  Address accommodations of operating in an advanced information domain.  



(e)  Address all implications resulting from integration of information capabilities and operations with Army and available joint and multi-national fires.  




(f)  Address the requirements generated to support new strike capabilities not found in the current force.  



(g)  Address operating in a future JOE with greater complexity and possibly greater irregular warfare components.  



(h)  Address the blurring of strike operations from strategic to tactical levels and its impact on strike operations.  



(i)  Fully consider the doctrinal implications as joint interdependence is achieved between future Modular Force and available joint and multi-national fires that result in the application of all source fires from theater to tactical levels.   




(j)  Address the doctrinal implications of conducting strike operations with more interagency participation and greater multi-national interface.   



(2)  Organization.  The future Modular Force, including hybrid force elements, will have to accommodate requirements of establishing and maintaining routine access to space at all levels and address any organizational changes including force tailoring, force responsiveness and agility, ability to change missions without changing forces, deliberate and routine employment of joint fires, and adaptations to changes in the dynamic JIM environment.  Key examples include a future Modular Force that requires the capability to do the following-



(a)  Address the organizational impact of units to accommodate routine access to space throughout all levels.



(b)  Assess and accommodate strike force structural implications of the two level division and corps elements.



(c)  Assess and accommodate strike structure implications of increased force pooling and tailoring.



(d)  Address the organizational impact of hybrid forces to accommodate routine access to space.


(3)  Training.  The implications of adopting a lifetime training paradigm that integrates institutional, unit, and individual training requirements associated with establishing and maintaining routine access to space at all levels and training requirements that address operations in a highly dynamic interagency and multi-national environment include a future Modular Force that requires the capability to do the following-



(a)  Implement lifetime strike training paradigms for establishing and maintaining routine access to space at individual, unit, and institutional levels.  




(b)  Develop strike training packages that accommodate force pooling and tailoring of units with very demanding response time requirements.  



(c)  Embed strike individual, unit, and joint training requirements into CTC curricula and Service and joint exercises and wargames.  


(4)  Materiel.  Future Modular Force strike capabilities will be dependent upon numerous technologies in multiple areas.  General materiel requirements include a future Modular Force that requires the capability to do the following-



(a)  Ensure routine access to space throughout all levels of command.  



(b)  Ensure continuous access to network-enabled grid structure that enables space capabilities.  



(c)  Ensure continuous and seamless computer and communication interfaces between space and land domains.  



(d)  Ensure continuous access to space contributions that enable C2 and SA across echelons of command.  



(e)  Ensure continuous access to space capabilities that enable information superiority.  



(f)  Ensure continuous access to space contributions that ensure pervasive system CID solutions.



(g)  Ensure continuous access to multiple space technologies that support and enable all joint interdependencies.



(h)  Continuously access space capabilities that enable interface with knowledge, C2, and fires architectural grids.  


(5)  Leadership and Education.  Ensuring assess to space throughout all command levels will require leaders at all levels who can perform and adapt and take advantage of what space capabilities can contribute to a dynamic JIM environment.  Specific implications include a future Modular Force that requires the capability to do the following-



(a)  Provide updated lifetime leader education paradigm that meets all leader development needs.



(b)  Educate proficient leaders who can master multiple technology requirements.  



(6)  Personnel.  Significant personnel implications are, by necessity, incorporated into training and leader development requirements.  More specific requirements include a future Modular Force that requires the capability to do the following-



(a)  Implement stabilization policies that reduce turbulence for personnel who are critical for building and maintaining the teams which are essential to tactical level success.



(b)  Implement provisions that establish and maintain the career paths needed to provide fully prepared leaders for the future Modular Force.


(7)  Facilities.  Military structures are needed at home station or in forward locations that have the capability to accommodate future Modular Force strike operational, training, and education requirements.

5-6.  Guarantee Responsiveness and Scaled Lethality through Joint Interdependence

a.  It is necessary to set the conditions to guarantee responsiveness and scaled lethality through joint interdependence by considering the following-


(1)  Identify requirements for reciprocal joint support of lethal and nonlethal strike.  


(2)  Establish a fully interoperable and seamless fires network at all levels.  


(3)  Establish a single, common capability for target location and engagement (spot, mark, tag, designate).  



(4)  Implement a common set of procedures and control measures.  



(5)  Develop reciprocal visibility and access to assets and capabilities.  



(6)  Establish a common grid reference system.  



(7)  Establish standardized certification, education, and training for joint fires.  



(8)  Implement common waveform communications across the operational environment.  



(9)  Establish and implement a common suite of joint decisionmaking tools.  


b.  Possible Solution Sets


(1)  Capabilities for Synchronizing and Exploiting Joint Interdependencies.  The future Modular Force and JFs will have common computer and communication interfaces and methodologies between their corresponding system of systems that will enable validation, testing, and synchronization of joint interdependencies.  Strike, C2, knowledge, and integrated AMD network interfaces will foster interdependencies that will maximize organic effectiveness and minimize vulnerabilities.


(2)  Strike Operational Practices.  Future Modular Force strike capabilities will hinge on a joint fires operational architecture for attacking time-sensitive targets.  This architecture will emphasize the integrated linkage of joint and coalition knowledge capabilities to targeting functionalities inherent in joint and multi-national networks.  It will be enhanced by adaptive C2 procedures.  Strike automated targeting procedures and weapons systems must promote an operational synergy through interoperability and interdependence in order to achieve the optimal targeting solution.  Collectively, this joint fires architecture, enhanced by adaptive C2 and automated procedures, will enable an interactive and collaborative exchange between U.S. and coalition functional components to ensure the timely and efficient integration of strike capabilities, thus enabling synchronization and interdependence of operational resources.  


(3)  Future Modular Force implementation of this concept will require full interdependence between Army and joint networks that support or directly impact the strike capabilities addressed in this concept.  Future Modular Force and joint networks must therefore proceed along parallel development pathways because joint systems will support and extend Army systems capabilities, and in many cases, serve as the architectural backbone for future Modular Force strike capabilities.  


c.  Future Capabilities


(1)  Doctrine.  Key doctrinal implications include a future Modular Force that requires the capability to do the following-



(a)  Address the joint fires interdependencies on all future and hybrid organizations at all echelons. 



(b)  Incorporate new multi-Service tactics, techniques, and procedures to address all aspects of joint fires interdependencies. 



(c)  Incorporate the accommodations resulting from the fusion and synergies of C2 and knowledge, and other new technologies impacting interdependent fires employment. 



(d)  Integrate the accommodations of employing interdependent fires in an advanced information domain.



(e)  Address the implications resulting from integrating information capabilities and operations with interdependent fires.



(f)  Address the requirements for new joint fires capabilities not found in the current force.



(g)  Incorporate the considerations of operating in a future JOE with greater complexity and possibly greater irregular warfare components.



(h)  Address the blurring of operations and the integration of joint fires from strategic to tactical levels and its impact on strike operations.



(i)  Incorporate all doctrinal implications as joint interdependence is achieved between future Modular Force and available joint and multi-national fires that result in the application of all source fires from theater to tactical levels.



(j)  Assess the implications of conducting joint fires interdependent operations with more interagency participation and greater multi-national interface.


(2)  Organization.  The future Modular Force, including hybrid force elements, will have to accommodate requirements of establishing and maintaining routine interdependence of joint fires operations at all levels and address any organizational changes including force tailoring, force responsiveness and agility, ability to change missions without changing forces, deliberate and routine employment of joint fires, and adaptations to changes in the dynamic JIM environment.  Key examples include a future Modular Force that requires the capability to do the following-



(a)  Determine the organizational impact of units to accommodate routine interdependence of joint and multi-national fires from strategic to tactical levels.



(b)  Assess the interdependence of joint and multi-national fires force structural implications of the two level division and corps elements.



(c)  Determine the interdependence of joint and multi-national fires structure implications of increased force pooling and tailoring.



(d)  Assess the organizational impact of hybrid forces to accommodate interdependence of joint and multi-national fires.


(3)  Training.  The implications of adopting a lifetime training paradigm that integrates institutional, unit, and individual training requirements associated with establishing and maintaining interdependence of joint and multi-national fires at all levels and training requirements that address operations in a highly dynamic interagency and multi-national environment include a future Modular Force that requires the capability to do the following-



(a)  Implement lifetime strike training paradigms for establishing and maintaining interdependence of joint and multi-national fires at individual, unit, and institutional levels.



(b)  Develop interdependence of joint and multi-national fires training packages that accommodate force pooling and tailoring of units with very demanding response time requirements.



(c)  Embed interdependence of joint and multi-national fires individual, unit, and joint training requirements into CTC curricula and Service and joint exercises and wargames.


(4)  Materiel.  Future Modular Force interdependence of joint and multi-national fires capabilities will be dependent upon numerous technologies in multiple areas.  General materiel requirements include a future Modular Force that requires the capability to do the following-



(a)  Provide for a common fires SA grid among joint and coalition targeting communities.



(b)  Ensure systems integration of dynamic fires battle management and C2 processes.



(c)  Ensure knowledge systems integration with future Modular Force strike and joint fires processes.



(d)  Ensure joint integrated air missile defense systems integration with future Modular Force strike and joint fires operations. 



(e)  Employ fully linked advanced generation Army battlefield weather observation capabilities and advanced fine scale nowcast and forecast capabilities.



(f)  Employ a global network to enable seamless execution/interdependency of fires.



(g)  Establish a joint fires network to integrate Service and multi-national fires.



(h)  Ensure seamless communication and computer linkages.



(i)  Ensure totally integrated linkage between knowledge, C2, and fires networks.



(j)  Ensure continuously updated collaborative tools to support near real-time SU.



(k)  Ensure fully integrated networks that enable a common operating picture.



(l)  Totally integrate all strike capabilities by lethal or nonlethal means.



(m)  Ensure complete or near complete elimination of strike network shortcomings that currently result in: sensor to shooter lag, limited range, high sustainability problems, undesirable collateral damage, uncertain battle damage assessment and difficult target acquisition, platform clearance of fires and lack of tactical responsiveness, precision, round the clock availability, and deployment agility.



(n)  Employ strike related assets tailored to address protracted insurgencies, especially in urban areas.



(o)  Ensure routine access to fires, C2, and knowledge networks from strategic to tactical levels.



(p)  Enable interdependence of joint and multi-national fires capabilities interface with knowledge, C2, and fires architectural grids.



(q)  Ensure continuous access to a network-enabled grid structure to accommodate interdependence fires capabilities.



(r)  Ensure seamless computer and communications interfaces between space, maritime, and land domains.



(s)  Enable interdependent fires contributions toward assuring fires employment across all echelons of command.



(t)  Enable C2 network contributions toward achieving interdependence of joint and multi-national fires.



(u)  Enable knowledge network contributions toward achieving interdependence of joint and multi-national fires.



(v)  Enable joint and multi-national contributions toward achieving interdependence of joint and multi-national fires.



(w)  Enable multiple joint and multi-national technologies supporting joint fires interdependencies.


(5)  Leadership and Education.  Implementing effective interdependence of joint and multi-national fires operations will require leaders at all levels who can perform, adapt to, and leverage joint fires interdependence capabilities that contribute to a dynamic JIM environment.  Specific needs include a future Modular Force that requires the capability to do the following-



(a)  Develop, implement, and update lifetime leader education paradigm that meets all leader development needs.



(b)  Educate proficient leaders who can master multiple technology requirements and other contributions that interdependent joint and multi-national fires lend to future Modular Force operations.


(6)  Personnel.  Significant personnel implications are, by necessity, incorporated into training and leader development requirements.  More specific requirements include a future Modular Force that requires the capability to do the following-



(a)  Implement stabilization policies that reduce turbulence for personnel who will be critical to building and maintaining the cells that ensure the employment of interdependent joint and multi-national fires at all levels.



(b)  Implement grade and career progression policies to accommodate highly trained personnel who must man the cells controlling interdependent joint and multi-national fires.


(7)  Facilities.  Requires future military structures at home station or in forward locations that provide the capability to accommodate future Modular Force operational, training, and education requirements associated with interdependence of joint and multi-national fires.

Chapter 6
Conclusion

a.  Integration.  The future Modular Force will have integrated strike systems and networks, capabilities, and procedures that support and foster interdependencies with future joint fires networks in order to maximize its own effectiveness while minimizing its vulnerabilities.  These future interdependent networks will include a common fires SA grid among joint and coalition targeting communities; an integration of dynamic fires battle management and C2 processes; an integration of knowledge into the future fires process; an integration of information capabilities and operations with fires; and a common methodology for validating and testing JF capabilities to effectively employ strike from strategic to tactical timeframes and levels to include support of distributed operations throughout the JOA.

b.  Interdependence.  Collectively, strike improvements and innovations will enable future Modular Force commanders and operators in 2015 and beyond to realize dramatically increased interdependence of future Modular Force strike capabilities with available joint multi-national fires.  Army commanders will thus be able to operate well beyond the scope of their organic strike capabilities by placing greater reliance on the available support joint and multi-national partners can provide their commands.  JFC and operators will integrate joint fires networks and place greater emphasis on the collective JF employment, desired effects, and responsiveness of fires, while placing less emphasis on the Service or component origin of specific fires and their integration with other capabilities.

c.  Execution.  Future Modular Force commanders will be able to use organic strike capabilities to support JFC intent, guidance, and priorities that are crucial to setting the conditions for successful execution of joint fires.  Future Modular Force, joint, and multi-national commanders will be able to realize increased centralized control and decentralized execution of fires and other effects while successfully integrating their collective capabilities, as well as available strategic capabilities to accomplish desired end state objectives.
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Appendix B  
Assumptions  
The purpose of the assumptions listed below is to define the strategic and operational context for the Army Future Modular Force Strike concept.  These assumptions describe relevant future conditions that are likely, but not certain.  Invalidity of the key assumptions, as determined through continuous experimentation, wargaming, and assessment, will cause a fundamental revision of this concept.
· U.S. forces will maintain the capability to achieve air and maritime superiority in any theater.

· The use of WMD will not be routine, frequent, or large-scale.

· The network that will serve as the backbone for network-enabled operations will exist and work as envisioned.

· Army force transformation campaign objectives will be achieved and will constitute a baseline with respect to basic force structure from 2015-2024.

· Army will remain a hybrid force of light, medium, heavy, and special purpose forces in 2015-2024.  Modularization of combat, combat support, and combat service support units will be complete.

· Joint transformation will succeed in achieving its fundamental objectives and lead to the development of the suite of required joint capabilities and enablers related to joint fires and strike as highlighted in the main text and Chapter 5.

· Advances in knowledge capabilities will enable higher levels of situational understanding in operations.

· Army combat formations will be smaller, but more capable. 
· Future adversaries may not employ large-scale WMD, but are likely to implement asymmetric tactics involving chemical, biological, radiological, and nuclear weapons and associated effects. 

· U.S. armed forces global stationing policy will include a combination of continental U.S., forward deployed, and forward presence forces.

· U.S. will maintain capability to achieve air and maritime superiority in any theater.

· Current elements of operational design will be applicable in a future characterized by full spectrum threats and potentially frequent irregular warfare.  
· U.S. Forces will have aggressively synchronized and exploited the five joint interdependencies listed in this concept
· U.S. forces from operational to tactical levels will have routine access to space 
· U.S. forces will have access to comprehensive and continuously updated collaborative tools for all theater requirements
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Section I
Abbreviations
AC2



airspace command and control

AMD



air and missile defense

AO




area of operations

ARCIC 


Army Capabilities Integration Center

BCT



brigade combat team(s)
BDA



battle damage assessment

BLOS



beyond line-of-sight

C2




command and control

C2W



command and control warfare

CID



combat identification

CMO



civil military operations

CNA



computer network attack 

CND



computer network defense 

CNE



computer network exploitation
CNO



computer network operations

COG



center of gravity

COMCAM

combat camera

COP



common operational picture

CTC



combat training center

DA




Department of the Army

DE




directed energy

DEW



directed energy weapons

DOD



Department of Defense 

DOTMLPF

doctrine, organization, training, materiel, leadership and education, personnel, and facilities

DSPD



defense support to public diplomacy

EA




electronic attack

EM



electromagnetic 
EP




electronic protection 
EW



electronic warfare 

ES




electronic warfare support 
FSO 



full spectrum operations

GIG



global information grid 
HQ




headquarters

IAW



in accordance with

ICV



infantry carrier vehicle

IE




information engagement

IED



improvised explosive device 
IO




information operations 
JC2



joint command and control

JF




joint force(s)

JFC



joint force commander

JIM



joint, interagency, multi-national
JOA



joint operations area

JOE



joint operational environment

JP




joint publication

JTF



joint task force

JTTP



joint tactics, techniques, and procedures

LOS



line-of-sight

MILDEC


military deception

NASA



National Aeronautics and Space Administration

NOAA



National Oceanic and Atmospheric Administration
NLOS



non-line-of-sight

NSA



National Security Agency


OM



operational maneuver

OPSEC


operations security 
OPTEMPO

operating tempo

ORS



operationally responsive space

PA




public affairs

PSYOP


psychological operations

ROE



rules of engagement

ROMO


range of military operations

SA




situational awareness

SOF



special operations forces

STRATCOM

Strategic Command

SU




situational understanding

TM



tactical manuver

TRADOC


U.S. Army Training and Doctrine Command

UA




unmanned aircraft 

UAS



unmanned aircraft system

U.S.



United States
USG



United States Government

WMD



weapons of mass destruction
Section II 
Terms
battle command network
The network that enables the networked fires concept.
battle command system
Software used for the battle command network.
centralized control
In air defense, the control mode whereby a higher echelon makes direct target assignments to fire units.  In joint air operations, placing within one commander the responsibility and authority for planning, directing, and coordinating a military operation or group/category of operations.

command and control warfare
Actions involving the use of computer networks, electromagnetic and directed energy, and physical attack to degrade or destroy adversarial C2 or neutralize adversarial attack capabilities; and, actions to search for, intercept, identify, and locate or localize sources of radiated electromagnetic energy for the purpose of threat recognition, targeting, planning, and conduct of future operations.  Command and control warfare comprises electronic attack, electronic protection, ES, computer network attack, computer network exploitation, and physical attack capabilities.  (FM 3-0).
computer network attack
Actions taken through the use of computer networks to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.
computer network defense
Actions taken through the use of computer networks to protect, monitor, analyze, detect, and respond to unauthorized activity within DOD information systems and computer networks.      (JP 1-02).
computer network exploitation
Operations and intelligence collection capabilities conducted through the use of computer networks to gather data from target or adversary automated information systems or networks.  (JP 1-02).
computer network operations
Operations comprised of computer network attack, computer network defense, and related computer network exploitation enabling operations.  (JP 1-02).
cooperative engagement
The collective capability of forces in combat to provide mutual support to other friendly units or to benefit reciprocally from receiving support from adjacent units and joint assets, making the focusing combat power as a matter of collaboration between committed commanders rather than a monopoly of the overall commander.  (TRADOC Pam 525-3-2, U.S. Army Concept for Tactical Maneuver).
decentralized control
(DOD, NATO) In air defense, the normal mode whereby a higher echelon monitors unit actions, making direct target assignments to units only when necessary to ensure proper fire distribution or to prevent engagement of friendly aircraft. 
defense support to public diplomacy
Those activities and measures taken by the Department of Defense components to support and facilitate public diplomacy efforts of the U.S. Government.
directed energy
An umbrella term covering technologies that relate to the production of a beam of concentrated electromagnetic energy or atomic or subatomic particles.  (JP 1-02).
engagement zone
An area defined by time, geography and air space that is designated to accommodate the employment of joint fires.  Engagement zones are normally designated within joint operational environments characterized by multiple forces conducting distributed operations in depth.  Engagement zones may also be designated to restrict the type or magnitude of joint fires that may be employed within a designated area of the joint operational environment.

fires
Actions using lethal and nonlethal weapons to produce a specific effect on a target.  
global information grid
The globally interconnected, end-to-end set of information capabilities, associated processes and personnel for collecting, processing, storing, disseminating, and managing information on demand to warfighters, policy makers, and support personnel.  The global information grid includes owned and leased communications and computing systems and services, software (including applications), data, security services and other associated services and National Security Systems.
hybrid force
The evolving 2015-2024 Army force that will contain a number of unit configurations until it fully transitions to the future Modular Force configuration in the 2030 timeframe.  

information
The access, use, manipulation, distribution, and reliance on information technology systems, both civilian and military, by a state or non-state entity. 
information assurance
(DOD)  Measures that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.  (JP 1-02).
information domain
The information domain is a subset of the operational environment and is the aggregate of individuals, organizations, their societal and cultural patterns, and the systems that collect, process, disseminate, or action on their information.  (FM 3-0).
information engagement
The integrated employment of public affairs, psychological operations, combat camera, civil-military operations, counterpropaganda, and other means necessary to inform and engage key audiences in the land force commander’s operational environment in order to create, strengthen, or preserve a tactical or operational advantage that contributes to the accomplishment of the mission, which may include military diplomacy or defense support to public diplomacy.  By intent and in its effects, information engagement is the operational and tactical application of strategic communication in the land force commander’s operational environment.  (FM 3-0).
information operations
The integrated employment of the core capabilities of electronic warfare, computer network operations, psychological operations, military deception, and operations security, in concert with specified supporting and related capabilities, to influence, disrupt, corrupt or usurp adversarial human and automated decisionmaking while protecting our own.  IO engage enemy, adversary, neutrals, and others in the information environment to influence perceptions, affect actions, and generate a range of effects in the information environment.  IO include the use of capabilities to influence perceptions of foreign and friendly audiences.  (FM 3-0).
information protection
Active or passive measures to protect and defend friendly information and information systems to ensure friendly access to timely, accurate, and relevant information while denying adversaries the opportunity to exploit friendly information and information systems for their own purposes. Information protection comprises information assurance, computer network defense, and electronic protect capabilities.  (FM 3-0).
information security
The protection of information and information systems against unauthorized access or modification of information, whether in storage, processing, or transit, and against denial of service to authorized users.
information superiority
The operational advantage derived from the ability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same. 
information system
The entire infrastructure, organization, personnel, and components for the collection, processing, storage, transmission, display, dissemination, and disposition of information.  (DOD).
information technology
The systems or mechanisms for preserving or transmitting information.  
intelligence preparation of the battlespace
An analytical methodology employed to reduce uncertainties concerning the enemy, environment, and terrain for all types of operations.  Intelligence preparation of the battlespace builds an extensive database for each potential area in which a unit may be required to operate.  The database is then analyzed in detail to determine the impact of the enemy, environment, and terrain on operations and presents it in graphic form.  Intelligence preparation of the battlespace is a continuing process.  (JP 1-02).
interagency coordination
The coordination that occurs between agencies of the U.S. Government, including the Department of Defense, for the purpose of accomplishing an objective.
interdependence
A Service’s purposeful reliance on another Service’s capabilities to maximize complementary and reinforcing effects, while minimizing relative vulnerabilities in order to achieve the mission requirements of the JFC.
joint fires
Fires produced during the employment of forces from two or more components in coordinated action toward a common objective.  (JP 1-02).
joint strike
Joint fires that assist air, land, maritime, amphibious, and special operations forces to move, maneuver, and control territory, populations, airspace, and key waters.  See also strike; joint fires.  (JP 1-02).
military deception
Actions executed to deliberately mislead adversary decisionmakers as to friendly military capabilities, intentions, and operations, thereby causing the adversary to take specific actions (or inaction) that will contribute to the accomplishment of the friendly forces’ mission.  (JP 1-02).
network
A term used within the context of this document to portray interlinked components, systems, and personnel with respect to selected capabilities such as strike, command and control, and intelligence, surveillance and reconnaissance.  
networked fires
A component of the battle command network and supporting communications architecture.  It is a combination of relevant sensors, effects capabilities, battle command system tools, and communications capabilities available across the BCT.  Networked fires enable dynamic application of lethal and nonlethal destructive and suppressive effects.
nonlethal weapons
Weapons that are explicitly designed and primarily employed so as to incapacitate personnel or material, while minimizing fatalities, permanent injury to personnel, and undesired damage to property and the environment.  Unlike conventional lethal weapons that destroy their targets through blast, penetration, and fragmentation, nonlethal weapons employ means other than gross physical destruction to prevent the target from functioning.  Nonlethal weapons are intended to have one, or both, of the following characteristics, they have relatively reversible effects on personnel or materiel, and they affect objects differently within their area of influence.  (DOD).
nowcast

A report of the current (actual) weather.

operation
A military action or the carrying out of a strategic, operational, tactical, service, training, or administrative military mission.  The process of carrying on combat, including movement, supply, attack, defense, and maneuvers needed to gain the objectives of any battle or campaign.  (JP 1-02).
operational level firepower
The collective and coordinated employment of lethal and nonlethal fires in conjunction with operational-level movement and maneuver to defeat enemy forces or maintain freedom of movement.  (FM 3-93, The Army in Theater Operations).
operations security
A process of identifying critical information and subsequently analyzing friendly actions and other activities to: identify those actions that can be observed by adversary intelligence systems; determine indicators that adversary intelligence systems might obtain that could be interpreted or pieced together to derive critical information in time to be useful to adversaries; and select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation.  (JP 1-02).
positive control
A method of airspace control that relies on positive identification, tracking, and direction of aircraft within an airspace, conducted with electronic means by an agency having the authority and responsibility therein.  (DOD).
psychological operations
Planned operations to convey selected information and indicators to foreign audiences to influence their emotions, motives, objective reasoning, and ultimately the behavior of foreign governments, organizations, groups, and individuals.  The purpose of psychological operations is to induce or reinforce foreign attitudes and behavior favorable to the originator’s objectives.    (JP 1-02).
public affairs
Those public information, command information, and community relations activities directed toward both the external and internal publics with interest in the Department of Defense.           (JP 1-02).
public diplomacy
Those overt international public information activities of the U.S. Government designed to promote U.S. foreign policy objectives by seeking to understand, inform, and influence foreign audiences and opinion makers, and by broadening the dialogue between American citizens and institutions and their counterparts abroad.  (JP 1-02).
self-synchronization
The ability of forces committed along different approaches to different objectives to maintain near-real time visibility of changes to dynamic battlefield conditions, including both enemy status and the simultaneous actions of adjacent of supporting friendly forces, and to act separately and effectively to maintain the continuity and coherence of their operations.  (TRADOC Pam 525-3-2, U.S. Army Concept for Tactical Maneuver).
situational awareness
Knowledge of the present environment, including knowledge of the factors of mission, enemy, terrain, troops and support available, time available, and civil considerations.  (FM 3-0).
situational understanding
The product of applying analysis and judgment to relevant information to determine the relationship of the factors of mission, enemy, terrain, troops and support available, time available, and civil considerations to facilitate decisionmaking.  (FM 3-0).
space
A medium like the land, sea, and air within which military activities shall be conducted to achieve U.S. national security objectives.  (JP 1-02).
space control
Combat, combat support, and combat service support operations to ensure freedom of action in space for the U.S. and its allies and, when directed, deny an adversary freedom of action in space.  The space control mission area includes: surveillance of space; protection of U.S. and friendly space systems; prevention of an adversary’s ability to use space systems and services for purposes hostile to U.S. national security interests; negation of space systems and services used for purposes hostile to U.S. national security interests; and directly supporting battle management, command, control, communications, and intelligence.  (JP 1-02).
strategic communication
Focused U.S. Government efforts to understand and engage key audiences in order to create, strengthen or preserve conditions favorable for the advancement of U.S. Government interests, policies, and objectives through the use of coordinated programs, plans, themes, messages, and products synchronized with the actions of all instruments of national power.  (JP 1-02). 

strike
Strike consists of the employment of future Modular Force fires, including available joint and multi-national fires, in support of FSO and the integration of fires with information capabilities and operations such as C2W, IE, and military deception operations.
synchronization
The arrangement of military actions in time, space, and purpose to produce maximum relative combat power at a decisive place and time.  (JP 1-02).
target location error
Generally characterized as the percentage of locations computed that are within a certain distance of the actual firing location for a specific type of projectile.  Target location error is generally characterized as the radius in meters from the actual weapon locations that 90 percent and 50 percent of the computed weapon locations would be located.  TLE is an important factor in determining the method of target attack.  (FM 3-09.12 [FM 6-121], Tactics, Techniques, and Procedures for Field Artillery Target Acquisition).
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Aviation Interdiction Attack





Aviation interdiction attack operations are one means of conducting a direct attack at tactical and operational distances.  Like operational maneuver, it is a joint-enabled operation focused on attack by fire of key objectives and mobile, high value targets such as enemy C2 elements, air defense systems, mobile long-range surface-to-surface missiles and artillery, and reinforcing ground forces.  Aviation interdiction attack operations combine all-source fires, attack aviation, and ISR systems to mass effects without massing forces to deny the enemy freedom of maneuver, prevent reinforcement, support friendly maneuver, and destroy key enemy forces and capabilities.  Future Combat Force elements may conduct these operations throughout a non-contiguous operational environment against high value targets that cannot be reached or affected by other Joint systems because of their mobility or locations or other factors.  Aviation interdiction attack operations typically incorporate:





Synchronizing/directing sensors to continuously monitor target activity.


Focusing terminal effects in order to achieve desired objectives.


Controlling effects after munitions are in flight.


Assessing and reporting results.





Aviation interdiction attack operations are inherently complex, dangerous, and relatively high-risk missions.  Combining joint and future Modular Force strike assets to execute decisive operations at extended distances requires thorough planning, extensive coordination, and a well-trained and well-rehearsed team that requires these minimum capabilities:





Secure and redundant communications.


Shared COP between all members of the air-ground team.


Ability to dynamically re-task sensors.


Ability to direct/employ all-source precision effects.


Common architecture for Joint/Future Combat Force fires/strike networks.


Common access to JISR/Future Combat Force targeting assets.


Full range of lift, recon and attack aviation assets.





Aviation interdiction attack provides one means by which future commanders can conduct simultaneous, distributed and continuous air-ground operations in all types or terrain throughout the operational environment.  It represents one of many ways the future Modular Force can achieve overwhelming dominance in an asymmetric, non-contiguous battle against a thinking and competent adversary.
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� Hall, Wayne Michael, (2003), Stray Voltage: War in the Information Age. Annapolis, MD: Naval Institute Press, p. 2.


� Hall, Wayne Michael, (2003), Stray Voltage: War in the Information Age. Annapolis, MD: Naval Institute Press, p. 2.  


� FM 3-93, The Army in Theater Operations, 2 February 2005 for additional Theater Army roles and responsibilities.


� TRADOC Pam 525-3-1, The US Army’s Operating Concept for Operational Maneuver, Version 1.0, 2 October 2006, p. 44.


� The Joint Operational Environment, The World Through 2020 and Beyond, USJFCOM, August 2005, p. 4.


� JP 3-13, Information Operations, 13 February 2006, p. xiv.


� Net-Centric Environment Joint Functional Concept, version 1.0, 7 April 2005.


� Defense Tech, Noah Shachtman, Pentagon Plan: Hit Anywhere In An Hour, 27 December 2006.  


� For additional discussion of OPTEMPO control, see Major Combat Operations Joint Operating Concept, Draft Version 1, 9 September 2004, p.  47-48.


� See TRADOC Pam 525-3-1, The United States Army Operating Concept for Operational Maneuver, Version 1.0, 2 October 2006, p. 46 for this reference and for additional discussion of this topic.  
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� The Army of 2015-2024 will have a number of unit configurations (hybrid) until it fully transitions to the future Modular Force configuration in the 2030 timeframe.  
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Mission and Organization



U.S. Strategic Command is one of nine U.S. unified commands under the Department of Defense. Headquartered at Offutt Air Force Base, Neb., USSTRATCOM is a global integrator charged with the missions of full-spectrum global strike, space operations, computer network operations, Department of Defense information operations, strategic warning, integrated missile defense, global C4ISR (Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance), combating weapons of mass destruction, and specialized expertise to the joint warfighter. Day-to-day planning and execution for the primary mission areas is done by five Joint Functional Component Commands or JFCCs and three other functional components: 







JFCC-Global Strike and Integration (GSI) -- optimizes planning, integration, execution and force management of assigned missions of deterring attacks against the U.S., its territories, possessions and bases, and should deterrence fail, by employing appropriate forces.



JFCC-Integrated Missile Defense (IMD) -- develops desired characteristics and capabilities for global missile defense operations and support for missile defense.  Plans, integrates and coordinates global missile defense operations and support (sea, land, air and space-based) for missile defense.



JFCC-Intelligence, Surveillance and Reconnaissance (ISR) -- plans, integrates and coordinates intelligence, surveillance and reconnaissance in support of strategic and global operations and strategic deterrence.  Tasks and coordinates ISR capabilities in support of global strike, missile defense and associated planning.



JFCC-Space (SPACE) -- optimizes planning, execution, and force management, as directed by the commander of USSTRATCOM, of the assigned missions of coordinating, planning, and conducting space operations. 



JFCC-Network Warfare (NW) -- facilitates cooperative engagement with other national entities in computer network defense and network warfare as part of global information operations.



Joint Information Operations Warfare Command (JIOWC) -- plans, integrates, and synchronizes Information Operations (IO) in direct support of Joint Force Commanders and serves as the USSTRATCOM lead for enhancing IO across DoD.



Joint Task Force-Global Network Operations (JTF-GNO) -- directs the operation and defense of the Global Information Grid to assure timely and secure net-centric capabilities across strategic, operational, and tactical boundaries in support of DoD's full spectrum of warfighting, intelligence, and business missions.



USSTRATCOM Center for Combating Weapons of Mass Destruction (SCC-WMD) -- plans, advocates and advises the commander, USSTRATCOM on WMD-related matters. Provides recommendations to dissuade, deter and prevent the acquisition, development or use of WMD.















��
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People (Active Duty, Guard, Reserve and Civilians)                       Budget - Total FY06 $494.6 million



           Headquarters Personnel: 966                                            











Senior Leaders 



Commander, USSTRATCOM: General James E. Cartwright, USMC



Deputy Commander, USSTRATCOM: Lieutenant General C. Robert "Bob" Kehler, USAF



Chief of Staff: Major General Kevin T. Campbell, USA



Command Master Chief: Fleet Master Chief William N. Nissen, USN











Headquarters Organizational Structure







J1 - Manpower & Personnel: Colonel Beverly C. Wright, USAF



Develops and administers command manpower and personnel policies, human resources, and personnel assignment programs.







J3 - Global Operations: Rear Admiral Melvin G. Williams Jr., USN



Coordinates the planning, employment and operation of DoD strategic assets and combines all current operations, intelligence, and global command and control operations.  Subdivisions within J3 include Combat and Information Operations, Intelligence, Current Operations, Logistics, Joint Exercises and Training and C4 Systems.







J5 - Plans and Policy: Major General Roosevelt Mercer Jr., USAF



Responsible for coordinating the development and implementation of national security policy as it applies to the command and the execution of its mission. Develops future concepts and policy formulation across all mission areas as outlined in the most recent Unified Command Plan.  







J8 - Capability and Resource Integration: Mr. Kenneth S. Callicutt



Conducts force management and analysis to include integrating, coordinating, prioritizing, and advocating USSTRATCOM future concepts, mission capability needs, weapons system development, support for emerging technologies, and command and control architecture across the mission areas. Responsible for all command requirement processes to, and ensures appropriate decision support tools and assessment processes are in place to enhance operational capabilities.







Global Innovation and Strategy Center: Mr. Kevin E. Williams



The GISC mission is to produce knowledge discovery and shared understanding of strategic, operational and tactical perspectives to provide solutions to USSTRATCOM's toughest problems.




















